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ABSTRACT: The rural potential is major potential. The space, availability of water, the agriculture field, and the
major population. Various types of potential can be merged for the betterment of rural areas. Rural potential can be
enriched through systematic planning. This paper is a whole discussion ofthe enrichment of rural potential for the
economic development of the rural area. There are some theories and practical initiatives by great People called the
‘Rural Development Model’. The Model of ‘Providing rural amenities in a rural area(PURA) by Dr A.P.J Abdul
Kalam. Gandhian rural development models, the Government of India’s rural development models and the contribution
of NGOs described in this research paper

The rural development model can transform the whole scenario in a rural area. This paper is an action for making a
rural development model with reference to other rural development models coined by the Government of India and
various NGO initiatives. ‘Mutual Entrepreneurship in Rural Areas (MERA) is a new concept. ‘All basic shops and
services in one place’ is the theme of the MERA model. The paperexamines the feasibility and applicability of the
MERA model through this research Paper.

KEYWORDS- Rural potential, enrichment, transform, rural development, rural development model, feasibility and
applicability
L. INTRODUCTION

Rural entrepreneurship is a relatively new concept that has been gaining traction in the past few years. It is the practice
of starting and operating a business in rural areas, the areas outside of metropolitan cities. Rural entrepreneurs often
face unique challenges due to their location, such as fewer resources, less infrastructure, less demand and fewer
business opportunities. However, rural entrepreneurship can be a powerful tool for economic development in rural
areas, providing essential services and creating employment opportunities. This paper explores the potential of rural
entrepreneurship as a boon for rural development, examining the advantages and challenges of rural entrepreneurship
and the strategies that can be employed to maximize its impact.

The concept of Mutual entrepreneurship in rural India

‘All basic facilities and services should be provided at the one location’ is the concept of mutual entrepreneurship.
Customer would come at one location for enjoying basic services and basic sales at one location. The plan primarily
includes 12 shops at one location. The map of mutual entrepreneurship model is shown in figure no.1.
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All facilities at one location leads for facility creation, social motivation & empowerment and economic development
of rural area.

Mutual entrepreneurship in rural India is an emerging concept that seeks to empower rural communities by providing
them with the resources and support needed to become successful entrepreneurs. This concept seeks to create an
environment where rural entrepreneurs can collaborate and share resources to achieve greater success. Mutual
entrepreneurship involves providing rural communities with access to capital, business training, mentorship, and other
resources that are otherwise unavailable to them. Additionally, mutual entrepreneurship seeks to create networks of
rural entrepreneurs who can work together to develop innovative solutions to the challenges they face. By creating an
environment where rural entrepreneurs can learn from each other, support each other, and share resources, this concept
has the potential to transform the lives of those living in rural India.

II. LITERATUERE REVIEW

1) PURA Model by Dr A.P.J. Abdul Kalam- Providing Rural Amenities in Rural Area(PURA) model has been
coined for rural economic development. The former President Dr A.P.J. Abdul Kalam has focused on four
connectivities in the Model. Physical, electronic, knowledge and economic connectivity are required in the Model. The
Government of India Model has been initiated but not successful due to huge cost requirements for physical
connectivity in the form of ring road. It was not possible to connect all villages by rail route. The dream was good but
was not achievable and also not feasible.

2) Gandhian Model of Rural Development — Mahatma Gandhi also has a vision for overall rural development. He
coined the term ‘village industry’ and village entrepreneurship. On the basis of the self-reliance principle, villagers can
initiate small businesses the for the betterment of their economic condition. As per the Gandhian model, ‘Basic services
such as footwear, clothes milk, vegetable agriculture-based processing should be initiated by villagers’. This model is
successful and Government of India is continually supporting for village development with the schemes of provisions
of livestock, money and subsidy in agricultural instruments.

3) Integral humanism Model —Shri NanajiDeshmukh had inititated the movement of ‘integral humanism in
Chitrakoot area. The thought process behind the model is all humans are the same and each one should get equal
opportunities and equal benefits. All human should get basic facility for health, education and infrastructure. The model
believed in self-learning and self-exploration in agriculture for better production. The area of Chitrakoot has developed
sense with the help of this model, which is successful in rural development.
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4) NandGhar Model —NandGhar Model has been initiated by Vedanta Group in Rajasthan. The objectives of this
model is basic and standard education to kids and employment to women. The model is successful given employment
women and providing standard education to kids in Rajasthan. The Vendata group is spreading its wings in other state
of India for women empowerment and education. This model is globally accepted and praised by many NGO.

II. RESEARCH METHODOLOGY

Research is the systematic investigation of facts and figures for the betterment of social, economic and infrastructural
development. This Research paper is deep overlook of the rural development model and proposing new rural
development model for Indian scenario.
a) Problem Identification:
*  High level of population migration form rural area to urban area for employment
*  Absence of basic facilities in rural area even after medium demand
*  Poor standard of living and not have exposure
e Lack of knowledge about entrepreneurship to rural people
b) Objectives of the research paper
1. To study the various rural development model in India.
2. To study various rural development model with its pros and cons.
3
4

To analyze power of rural potential and estimate it in economic development.
To design rural development model for economic development of rural India.

¢) Sample Size-100 rural people from Nimad region
d) Sampling Techniques — Judgmental/ purposive and quota sampling method used in data collection.

III. MODELING AND ANALYSIS

1. Analysis and representation on possible major sources of income for rural population

Possible major sources of income for rural people

B Labor work

W Agriculture work
Self-employment
Agriculture Farming

B Animal Farming

Chart No.1-Representing on major sources of income for rural people in rural area.

Data interpretation and analysis

With reference to above chart It is observed and analyzed that majority of people have earning sources are labor work,
agricultural work and agricultural farming. Animal farming and self-employment initiatives are less in rural area. It
means majority of population engaged in labor work and agricultural for their income. People have a chance for growth
in agricultural farming and animal farming with sufficient space and water is available in the rural the nimad region.
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2. The discussion on reasons behind the poverty in rural area

Reasons for poverty in rural area

There is no planning on expenditure of
money

B There is less employment and less
awareness about employment

There is very less small entrepreneur in
rural area

The flow of money is very less due to
‘no money in hand’

M High rate of addiction and poor health

Chart No.2-Representing on variation for different reasons behind poverty in rural area

Data interpretation and analysis

As per observation and reference of Chart No.2 it can be interpreted that lack of proper financial planning and high rate
of addiction are the major reasons behind poverty of rural people. Weak in identification of opportunities and lack of
initiatives in self-employment are another reasons for poverty in rural area. The less flow of money is also another

reason for poverty.

3. Exploration on reasons for less number of entrepreneur in rural area

Reasons for less count of entrepreneur in rural area

Lack of capital in their hand
H |ess awareness about
entrepreneurship

Less demand by rural customer

B Poor government support in schemes

Chart No.3-Representing on reasons behind less number of entrepreneur in rural area

Data interpretation and analysis

As per reference of the above chart it is analyzed that lack of capital, less awareness about opening small business and
very less demand are the reasons for less entrepreneurship in rural area. For minimum respondent’s poor government
support for entrepreneurship is also reasons for low entrepreneurship in rural area.
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4. Methods and approaches for integration of rural entrepreneurship in rural people.

Approches for integration for rural entrepreneurship

B Government support
B Rural administration support
M Awareness camp and discussion

forum
Creation of need based business

Chart No.4-Representing on approaches for entrepreneurship sense in rural people.

Data interpretation and analysis

As per about chart is interpreted that generation of need based business with government support and rural
administration support are the best approaches for raising entrepreneurship in rural area. There is need of awareness
camp and seminar for better development of entrepreneurship in rural area.

5. Discussion on feasibility and applicably of MERA Model

Responses on applicabilty and feasibilty of MERA Model

W Strongly Agree

m Agree

M Neutral
Disagree

B Strongly disagree

Chart No.5-Representing on applicability and feasibility of MERA Model in rural area

Data interpretation and analysis
It is interpreted that ‘bunch of services and shops at one location’ is the best ideas as per the respondents and most of
the respondents like as it creates employment, empowerment and economic development of rural nimad region.

IV. SCOPE OF RESEARCH

1. Increased Employment Opportunities: Mutual entrepreneurship can help create a variety of employment
opportunities in rural India. By promoting local businesses, mutual entrepreneurs can create jobs for rural youth and
provide them with a secure source of income. This can help reduce poverty and improve the overall standard of living
in rural India.

2. Improved Infrastructure: Mutual entrepreneurs can help improve the infrastructure of rural India by investing in
local businesses and providing resources to support them. This can help create better roads, improved access to
electricity and water, and better healthcare facilities.
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3. Financial Inclusion: Mutual entrepreneurship can help more people access financial services, such as banking and
microcredit. This can help people in rural India start and grow their businesses and create wealth.

4. Improved Education: Mutual entrepreneurs can help improve education in rural India by investing in local schools
and providing resources to support them. This can help children get a better education and help them become more
employable.

5. Increased Economic Activity: Mutual entrepreneurship can help create economic activity in rural India by
promoting local businesses and providing resources to support them. This can help improve the local economy and
create more wealth for the people in rural India.

V. CONCLUSION

It is concluding that majority of population engaged in labor work and agricultural work for sources of money. Part of
population also engaged into animal farming and agricultural farming but as their sufficient source of water, there is an
opportunity of manpower for growth in agricultural farming. Improper financial planning, unawareness about saving,
majority of addiction and less flow of money in rural area are some major reasons for poverty in rural area. It is also
concluded that lack of capital and improper understanding about management of small business are the major reasons
for less entrepreneurship in rural area. Proper government and local support, guidelines about small business can raise
the quantity of entrepreneur in rural area.

Rural entrepreneurship is a powerful tool for economic development in rural areas, providing essential services and
creating employment opportunities. Despite the challenges, there are some strategies that can be employed to maximize
the impact of rural entrepreneurship, such as providing access to financing, providing training and support, and
promoting rural entrepreneurship. Rural entrepreneurship is a boon for rural development and should be encouraged.
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ABSTRACT:

The current COVID-19 pandemic has affected consumer behaviour in every aspect, including their
spending, investments, cash reserves as well as their wellness and welfare. As a result, it is important
to understand the factors influencing these changes.

The Corona virus outbreak, which started at the beginning of December 2019, had an impact on the
human race's overall social, economic, and psychological order. People began to feel unease, mistrust,
and fear as a result of virus's increasing toll on fatalities. The government enacted laws requiring social
restrictions, and geographic quarantine in order to stop the spread of Covid-19. These restrictions
compel populace to embrace new lifestyles, especially those that involve online shopping. The aim of
study is to investigate how consumers' decisions to shop online are influenced by their views of utility,
usability, and risk.

The provision of pharmacy services, in particular pharmacy movement of care options, is not immune
to change, which has its own set of considerations and challenges. Given their significant influence on
the situation, pharmacy services were greatly needed.

Introduction:

The new virus outbreak, also known as the coronavirus, was first noticed in Wuhan, China, in
December 2019. The specific origins of the coronavirus, also known as COVID-19 (SARS-CoV-2), is
unknown but is thought to be a zoonotic disease. On March 11, 2020, WHO proclaimed COVID-19 a
global pandemic? A month later, on January 30, 2020, WHO designated COVID-19 as a Public Health
Emergency of International Concern (WHO, 2020a; WHO, 2020b). Since the new coronavirus spreads
from person to person, several nations have chosen a variety of strategies to break the chain. In this
situation, the terms "social distance," "social isolation," "lockdown," "curfew," "quarantine," and "self-
quarantine" became popular.

On March 24, 2020, the Indian Government imposed a 21-day nationwide lockdown to try to stop the
spread of this dangerous illness. This restriction on movement affected the entire Indian population
(Government of India, 2020). Further, the Indian government repeatedly extended the ongoing
nationwide lockdown with stringent social segregation restrictions by assessing the present scenario
as well as the demands of various state governments. The GOI (Government of India) implemented a
number of restrictions during the first two lockdowns (from 24 March 2020 to 3 May 2020) to slow
the spread of the coronavirus.

These restrictions include travel restrictions, work-from-home and stay-at-home orders,
restrictions on any kind of public gatherings, followed by the closure of all
social organizations, public transport,  educational institutions, entertainment  and amusement
places, sealed borders not only with other countries but also between states, also identify
and seal coronavirus hotspots within states. To ensure citizens' basic needs are met, only "essential
goods" have been kept out of the nationwide

Lockdown. In such a situation, little is known about how consumer households manage the supply of
essential goods. The aim of the current study is to fill this gap by using primary data collected directly
from Indian consumer households to analyse the impact of the COVID-19 outbreak on
their purchase of pharmaceutical products.
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The recent growth of e-commerce in India has prompted the customer to purchase drugs
through online websites. The online pharmacyis one of the itemsthat will generate
tremendous interest in the coming days. An online pharmacy is an online retailer of medically
recommended drugs. Selling medicines via an online platform is nothing new. It has blossomed quite
recently in this internet age. In the late 1980s, pharmacies in the United States began selling doctor-
recommended drugs by mail. This mail order business then grew into the first online
pharmacy, soma.com, in January 1999. Soon after, the online pharmacy was shipped to the UK.
Assessments showed that by mid-2004 there were over 1,000 drug outlets.
Pharmacy has remained the largest source of medicines for the Indian people so far. The far-
flung territories of the nation also profit from retail drug stores, so to speak. Perhaps, since they are
unfamiliar with the idea called online drugstore or the absence of basic prerequisites such
as the Internet, a huge part of the Indian population does not buy medicines online. Despite this, things

are currently evolving. With the rise of computer literacy, the availability of
the Internet and the popularization of smartphones. Although the pharmacy shop was allowed to open
during the lockdown situation, many people ordered their medicines and

other pharmaceuticals from an online pharmacy. Good health is one of the basic and
fundamental requirements for being human. Access to good healthcare facilities for its citizens
is vital for the development of any nation. However, as the fastest growing nation in the world in terms
of population, even for the government, it is difficult to ensure optimal health care at the public level,
especially for people living in rural neighbourhoods. In such a scenario, the role of self-medication
becomes very important in ensuring people's good health.

OBJECTIVE OF THE STUDY
Within the framework of the discussion above, this study examines the impact of Post Coronavirus
Disease (COVID-19) on Indian consumers' essential pharmacy product purchase behaviour. Based on
available literature and lenses, the researchers also examined consumers' buying behaviour through
primary data.

» To understand the underlying factors which influence people to buy pharmaceutical products
online.
To study risks related with buying pharmaceutical products online.
To study the changing pattern in consumer purchase behaviour towards buying pharmaceutical
products from the e-commerce companies, during pandemic.
To understand the buying of online pharmaceuticalproducts, post covid 19 pandemics
To draw meaningful inferences from the study and give some suggestions to the ecommerce
companies selling pharmaceutical products.

VV VY

STATEMENT OF THE PROBLEM: The majority of people purchase their medicine from a
medical store, which requires them to physically visit the store. Because of the customer's reliance on
the medical store, retailers profit from it. They buyer is made to pay more than the true cost of the
product. Customers will receive offers from medical websites that they would not normally receive
from retailers. The study will help to understand the changes in buying of pharmacy products taken
after post covid 19.

LIMITATIONS OF THE STUDY
» Study is limited to sample size of 115 respondents.
» Limited to online e-commerce industry.
» Information provided by the respondent may be biased.

RESEARCH METHODOLOGY
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The research methodology used here is descriptive research. A sample size of 115 is selected randomly
from the available population, and well-structured questionnairesare framed using google form
according to the objectives of study.

Secondary research was conducted to review various research study related to the impact of E-
Pharmacies pre, during and post COVID-19 pandemic. Secondary sources i.e., published articles,
journals, newspapers, reports, books and website is used to collect secondary information.

Review of Literature:

1)

2)

3)

4)

S)

In Research paper by SUMIT GOPALDAS DHAMANIA STUDY OF FACTORS
AFFECTING ONLINE PURCHASE BEHAVIOUR WITH REFERENCE TO SURAT
CITY IN INDIA THROUGH PRIMARY RESEARCH. (2022) gives the insights about
which are the factors which is affecting the online buying decisions and elaborates the various
benefits which buyer gets through e-commerce purchasing like discounts and other various
offers and benefits but as per the study the most common factor found was less price charged
on online platform than compared to offline stores

DR. RUBAID ASHFAQ (2022) THE DIGITAL AGE INVADES THE TRADITIONAL
BUSINESS in his research paper tries to give information on advantages of e-commerce and
explains about the steps which the traditional business needs to take and get on to the digital
world.

SANDHYA BHATT (2022) ONLINE SHOPPING AND DECISION MAKING in her
research paper stated that e-commerce has a great future all over the globe as nowadays internet
facility is available at lower price, but also stated some concerned issues which companies need
to consider like security issues, quality issues, delay in delivery, differences in product shown
on websites and actual delivered is found with differences, so it is necessary that sellers take
care of this issues which is necessary for getting customers loyalty.

MS. TARANJIT KAUR KAINTH DR. PUNEET BHUSHAN (2022) ONLINE
BUSINESS IN INDIA: OPPORTUNITIES AND CHALLENGES IN LIGHT OF
COVID-19 in this research paper it explains how online business is convenient during outbreak
of coronavirus as it provides safety and convenience to buyers also with affordable
smartphones the number of internet users have increased. The shift in consumer buying
behaviour will now stay for longer period so starting online store will not only satisfy existing
customers need but also future prospective customers. Government of India has also taken the
initiative to make our country business go for digitalization, FDI will lead our country surpass
US and become second largest ecommerce in the world by 2034, government of India is giving
more emphasis on start-up, Udaan and digital India targeting to make a trillion-dollar online
economy by 2025.

BM Khalid & Pulikanti Priyanka Rani (2020) Impact of COVID-19 on pharmaceutical
industry to adapt digital marketing in their research work suggested that the companies need
to train their employees and develop their digital skills so that the company can be ready to
face challenges like covid-19, also company needs to keep some part of their budget on creating
digital marketing campaign especially small pharmaceutical companies.
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Q2)Please specify your Gender

115 responses

@ Mae
® Female

Q3)Please specify your Age

115 responses

@ Less than 20 years
® 201029 years
@ 30 to 39 years
@ 40 10 49 years
@ 500 59 years
@ 60 1o B3 years
® 70 and above

Q4)Please specify your Qualification
115responses

® School

® Dipioma

® Bachelor’s degree
@ Master's degree
® PhD

® Others

Q5) Please specify about your online buying from E-Pharmacy
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PRE-COVID 2019 Pandemic Period

115responses

® Yes
® No

DURING-COVID 2019 Pandemic Period  POST-COVID 2019 Pandemic Period

115 responses 115 responses

® Ve
®No

® Yes
® No
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Q6) What are the Factors influencing you to suggest particular brand
115 responses

® Price

® Quality

@ Availiability
@ Packaging
@ Others

Q7)From which E-platform have you purchased pharmaceutical products post covid pandemic
115 responses

@ Pharm easy
® NetMeds
® 1mg

® Mediife

@ Careongo
® Myra

@ Others

Q8) Where did you get to know about this E-Platforms

115 responses

® Television
@ Hoardings
® Newspaper

® Magzine
@ Friends & Relatives

@ Social Media
@ Others
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Q9) What is your frequency of buying online medicine
115 responses

® once a week

@ once in 15 days

© once a month

@ once In three monhs
@ once in six months
@ once in a year

Q10) Does E-Pharmacy provide any seasonal Discount to their customers
115 responses

® Yes
® No

Q11) What factor attracts in online pharmacy purchasing
115 responses

@ Discounted Price
® Brand

@ Home Delivery
® Time Saving

® others
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Q12) Which mode of payment is preferred in buying from E-Pharmacy
115 responses

@ Debit card

@ Credit card

@ Net Banking

® UP

@ Cash on Delivery
@ Others

Q13) Do you find safety and security while purchasing in E-Pharmacy
115 responses

@ Extremely Secure
® Secure
@ Not Secure

)

Q14) What is your opinion about online pharmacy websites
115 responses

® Excellent
® Good
© Moderate
® Poor
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Do you recommend others to buy enline pharmacy

115 responses

Q16)

® Yes
® No

)

What is your satisfaction level from purchasing of online pharmacy

115 responses

@ Highly Satisfied
@ Satisfied

O Neutral

@ Unsatisfied

FINDINGS & SUGGESTION:
Following are the findings of the study

The online buying of the medicines was maximum during the Covid period

The customers for medicines always believed in quality of the medicines and maximum
qualitative medicines were purchased. They did not even think of money

Most of the customers ordered medicines online through PharmEasy and also, they were
influenced by the advertisements in the television

The main factor which influenced the buyers was the discount factor which means PharmEasy
always allowed discount on the price of the medicine and most likely part is the home delivery
of the medicines

The customers are satisfied with the online purchase of medicine through PharmEasy and they
are very confident that purchase through gateway is very much secured

Suggestions:

The validity of the medicine purchased should be genuine

There 1s lots of competition in the market which may lead to unfair means

The advertisements and websites may mislead the customers

The government should have a control on the transactions of such organisations because cash
transactions also take place.

The government should also promote such organisation because there are people those who
will not be able to go out and purchase and there by home delivery will be feasible
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ABSTRACT

The radical development of internet services in recent years has fostered the trend of buying various
products online. Due to the launch of numerous online pharmacies in India, the number of medical
purchases made online is also steadily rising. These online pharmacies give customers numerous
benefits, including pharmaceutical delivery to their homes, significant savings, and tempting
promotions. Despite these advantages for the customers, there are growing safety concerns about these
online purchases. For instance, the quality of the medications, the illogical dispensing, and the absence
of oversight are the main issues raised by these online pharmacies, which need to be managed through
appropriate laws.

INTRODUCTION

A pharmacy that sells pharmaceutical products online and ships them to customers is known as an "e-
pharmacy." Everything is simple and practical thanks to the internet. They are extremely popular, and
more and more people are employing them instead of walking to nearby pharmacy stores. E-pharmacy
is undoubtedly more convenient for consumers, but one should also consider the rules for online drug
sales because they have a direct impact on consumers' health. The pharmaceutical industry in India is
rapidly shifting from the traditional physical store to the online medium. E-pharmacies have several
advantages over traditional pharmacies, including the ability to save customers time, money, and
inconvenience. The Indian online pharmacy sector, however, faces certain challenges, the primary one
being non-adherence of pharmaceutical companies to the prescribed regulations. The online pharmacy
industry in India is still in a developing phase and has not reached its full capacity. It is crucial to
understand the causes that have contributed to this paradigm shift in customer preferences because
many large offline pharmaceutical companies have already shifted to a digital platform for their
operations. The availability of high-speed internet has made smart phones a platform from which
consumers can buy anything, anytime, at a discounted price. Such a type of flexibility is one of the
main reasons why people are opting for e-commerce today. The best current business model may be
seen in online commerce. This trend can also be seen in the increasing demand for pharmaceutical
products through e-platforms, along with the benefits provided by e-pharmacy. The dangers involved
must not be overlooked.

OBJECTIVES OF THE STUDY
» To understand the dangers of ordering prescription drugs online.
» To understand the existing regulatory framework for e-pharmacy.
» To derive significant conclusions from the study regarding e-pharmacy

REVIEW OF LITERATURE

1) Prashanti, S. Sravani, and Saleha Noorie conducted a study titled "A Review on Online
Pharmacy" (2017), they highlighted the increase in sales of pharmaceuticals through the online
mode. They also suggested that, while it is simple to buy medicines online, doing so carries the
risk of self-medication. They attempted to provide information about the advantages and
disadvantages of using an online pharmacy versus traditional store purchases, and they advised
buyers to always use a prescription when purchasing online medicines.
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2)

3)

Deepika, Ravinder Singh, Thakur Gurjeet Singh, Manjinder Singh, Balraj Saini, Rupinder
Kaur, Sandeep Arora, and Rajinder Singh aim to provide insights into the increase in use of
online purchasing, including pharmaceutical products, in their research paper titled "Status of E-
Pharmacies in India: A Review" (2020). They have highlighted the benefits that are attracting
customers to e-pharmacy purchases and also expressed their need regarding safety of buyers also
suggested about the finalisation of proposed regulations in India and changes in current situation
Parag A Inamdar, in his study titled "A STUDY OF CONSUMER PERCEPTION TOWARDS
ONLINE PHARMACY" (2021), researcher tried t provide about the growth of e-pharmacy
industries in lockdown, also he has presented benefits and drawback of e-pharmacy in his paper
and suggested about need of buyer to make more responsible decision while buying
pharmaceutical products.

Anand Navin Baid and Arijit Ghosh) published a paper titled "FACTORS AFFECTING
CONSUMER SHIFT TOWARDS E-PHARMACIES" (2021).In this paper, they have tried to
investigate the elements that influence customers' decisions to buy prescription medications and
other medical purchases online. They also suggested that customers buying routine medicine online
may be provided with customer loyalty incentives like loyalty points or free delivery.
Ms. Amruta Pawar has published a paper titled "Role of Digitalization in the Pharmaceutical
Sector" (2020). The researcher in this paper stated about how pharmaceutical businesses, which
are highly regulated, have entered the online mode and need to be strictly regulated. She further
stated that the various benefits of online pharmacies will change the traditional one-way
relationship into a two-way relationship between medical practitioners and patients through
digitalization.

Shruti Srivastava, Dr. Arun Bhadauria, Dr. Sunil Dhaneshwar,Dr.Suneel Gupta In their
research titled "E COMMERCE IN PHARMACEUTICAL BUSINESS India: Prospects and
Challenges" (2018), they have highlighted the benefits of e-commerce, which have led to a boom
in e-pharmacy. In this paper, they have tried to make predictions about the current environment
and its outcomes. They further stated that the availability of medicines at lower prices in e-
pharmacy is possible due to the elimination of middlemen. They suggested customers should try
to obtain more information before making health care decisions through websites.

Issues & Challenges of e-pharmacy:

Some of the general issues observed in case of buying medicine from e-pharmacy

Patients are unable to consult with a knowledgeable pharmacist prior to purchasing medicine if they
have any questions, whereas this is always possible when purchasing medicine in-store. There are also

possibilities of increased self-medication, which may increase the risk of buying the wrong medicines.

The buyer may also have confusion while buying as the same brand may have different medicines.
Some medicines need to be stored at a particular temperature to maintain their efficacy, but during
transportation it may not be possible to maintain the required temperature. While purchasing, the
customer may also get incorrect medicines as they may be purchased without prescriptions, and there
are also more possibilities of buying unnecessary antibiotics due to their easy availability, which may

be harmful with continued consumption.

Present Regulatory framework for e-pharmacy:
This are some of the regulatory frame work in regards to operations of e-pharmacy companies in India.

Drugs and Cosmetics Act, 1940

Drugs and Cosmetics Rules, 1945

The Pharmacy Act, 1948

Drugs and Magic Remedies (Objectionable Advertisement) Act, 1954 and Rules, 1955
Indian Medical Council Act, 1956 and code of ethics regulations, 2002

Narcotic Drugs and Psychotropic Substances Act, 1985

Information Technology Act, 2000

YVVVYVYYVYYVYYVY
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» Indian Medical Council Act, 1956 and code of ethics regulations, 2002
» Pharmacy Practise Regulations, 2015

Year Current situation with India's e-pharmacies Regulations
Drug Controller General of India notifies that all e-pharmacies must comply with drugs
Dec-15 .
and cosmetic act 1945.
Sen-16 Office of the Drug Controller General of India recognizes the inadequacy of existing legal
P regime for e-pharmacy.
Launch of self-regulation code of conduct for the E-pharmacy sector to ensure the highest
Nov-16 .
professional standards and consumer safety
Government of India formulates draft pharmaceutical policy 2017 which encourages E-
Aug-17 .. .
pharmacies in the interest of consumers.
Sep-18 Union ministry of health mandates e-pharmacies to register with CDSCO to strong
P- retaliation from AIOCD
Delhi High court bans online sale of medicines across India, however Madras High court
Dec-19 . .
places only a temporary ban and orders the government to issue regulation.
Oct-19 Government fails to introduce e-pharmacy framework within a period of 100-day
deadline due to pressure from AIOCD

E- Pharmacy draft rule, 28th Aug, 2018

The department-related Parliamentary Standing Committee on Commerce Ministry has recommended
to the central government that the draught e-pharmacy rules published nearly four years ago by the
Union Health Ministry be finalised and implemented as soon as possible. The committee is concerned
about the excessive delay in finalising the rules and regulations for the online pharmacy sector to
control the online sale of medicines in the country. The Parliamentary Committee recommended that
the Government Issue a thorough set of guidelines for e-pharmacy or e-health platforms in its report
on "the promotion and regulation of e-commerce in India," which was given to the Chairman of Rajya
Sabha. The Parliamentary Committee, led by Member of Parliament V Vijayasai Reddy, expressed
outrage that the draught e-pharmacy rules have yet to be finalized, despite the fact that a high-powered
committee was formed for the purpose years ago. They reiterated that an excessive delay in adopting
a definitive regulatory framework will result in uncertainty, which is not favourable for the rapidly
developing digital markets. While acknowledging the growth of e-commerce in the pharmacy and
healthcare industries, the Committee expressed concern over the potential abuse of such channels for
the distribution of questionable or unethical drugs as well as outdated, substituted, or fake medications
in the absence of regulations. Given the potential harm it could do to end-user health in the event of
misuse, strict regulation of the e-health and e-pharmacy businesses is crucial. It is obvious that there
is huge potential for e-commerce in the pharmaceutical sector, and if online pharmacies in India are
properly regulated, this might be advantageous for many parties. However, there is an urgent need to
pass new legislation in India because there are now no regulations that are special to online pharmacies
in this nation.

Through the use of a well-structured questionnaire, a survey is conducted on the issues and
challenges of e-pharmacy through a Google Form, to which 103 respondents have responded
and tried to give their views about the risk of purchasing from e-pharmacy and their satisfaction
with e-pharmacy purchases.

Sr. .

No. Question Yes% | No%
1 Have you heard about E-pharmacy? 91.30% | 8.70%
2 Have you ever purchased medicine online? 64.10% | 35.90%
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3 Do you think purchasing medicine online is risky? 67.00% | 33.00%
4 Do.you think uploading prescription online will be risky for a 62.10% | 37.90%
patient?
5 Do you feel that there are more chances of self-medication in e- 81.60% | 18.40%
pharmacy purchase?
6 Do you feel e-pharmacy is well regulated in India? 80.60% | 19.40%
7 Do you think there is scope of e-pharmacy in India? 92.30% | 6.80%
8 Are you satisfied buying medicine online? 73.80% | 26.20%
9 If given a chance, what do you think you would buy medicine | Offline | Online
from? 56.30% | 43.70%
Findings:
1) The above survey found the highest level of awareness of e-pharmacy, with 91.30% of

2)
3)
4)
5)

6)
7)

8)

9

respondents agreeing that they were aware of e-pharmacy.

More than 60% of the respondents have purchased from an e-pharmacy, indicating a preference
for e-pharmacies.

As per the response given, it is found that 67% of respondents have found purchasing from an
e-pharmacy risky.

According to respondents, around 62.10% feel that uploading a prescription online will be risky
for a patient.

Most of the respondents feel that e-pharmacy encourages self-medication purchase among
buyers, which is shown by their 81.60% agreement with it.

Around 80.60% of respondents feel that e-pharmacy is well regulated in India.

The majority of respondents agreed that there is a lot of potential for e-pharmacy in India, with
90% agreeing.

Buyers from e-pharmacy have demonstrated that they are pleased with their purchases, as
evidenced by the fact that more than 70% of them agreed to this.

When given the option of purchasing offline or online, 56.30 percent of buyers indicated a
preference for offline purchase.

Suggestions:
(1) It should be made compulsory for online pharmacy service providers to hire qualified

pharmacists to handle the work of dispensing the medicines as per customer orders.

(2) To prevent the misuse of scheduled H and X drugs, proper restrictions should be made, and

regular monitoring of e-pharmacies should be undertaken to check that they are correctly
handling and dealing with this category of drugs.

(3) It is necessary to encourage the use of electronic prescriptions, and the use of scanned or

photocopied prescriptions should be reduced, which will help prevent the submission of
fraudulent prescriptions.

(4) Customers' data privacy should be ensured, and payments should be well secured, for which

the relevant authority should develop adequate infrastructure.

(5) Government should create awareness about dangers of self-medication and try to spread

Knowledge about do and don’ts to be followed while buying online medicines.

(6) There is a need for more advertising by e-pharmacy retailers to create more confidence among

buyers about safety, security, and the benefits of e-pharmacy so more people will be willing to
prefer their purchases from e-pharmacy.
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(7) It is necessary to implement the E-Pharmacy draught rule on an urgent basis for the benefit of

all stakeholder groups.
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Abstract

: 2347-3150

Services enter every aspect of our lives. We use transportation services when we travel, often to

and from work; when we travel away from home, we use restaurant services to feed us and hotels to put

roofs over our heads. At home, we rely on services such as electricity and telephone, at work; we need

postal, courier, and maintenance services to keep our work places running. We use services of

Volume XII, Issue IV, APRIL/2023

Page No : 689



Mukt Shabd Journal ISSN NO : 2347-3150

hairdressers to maintain our personal self-image, and our employers use the services of public relations
and advertising firms to maintain our corporate images. Lawyers, doctors, dentists, stockbrokers and
insurance agent look after our personal and financial health. In our leisure time we use a battery of
services ranging from cinemas to swimming pools to theme parks for amusement and relaxation. And
when we do buy goods, such as a new car or a washing machine, we often rely on services to keep
themrunning and repair them when they break down.The invention and innovations have been paving
avenues for a qualitative transformation in almost all the areas. This has been successful in increasing
the level of expectations of customers. The intensity of competition is found moving upward. The
organisations active in enriching their strength have been found establishing an edge and compelling the
weak organisations to make a final good-bye. This makes it essential that even in the Indian condition,
the service generating organisations make sincere efforts to make themselves stronger and stronger, if
they have to survive and thrive. They have to explore profitable avenues and practice innovating
marketing since quality or world-class services with innovative marketing would help them in proving

their excellence nationally and internationally competitive.

Keywords: Services Marketing, Goods and Services, Emerging sector, Technology,

Introduction:

Gone are the days when the perception of services remained confined to work with only service
motto, without charging any fee or without accepting any obligation. The time cycle coiling more
dynamism in its nature necessitates a change as willingly or unwillingly, we don’t venture to go against
the wind. The mechanised system of development has now paved ways for socio-economic
transformation which has made possible an increase in the level of disposable income. When we earn
more, we like to spend more. We make clear interest in utilising our leisure time and availing the
modern amenities and facilities. We can’t deny the fact that the imbalance in the demographic structure
has complicated the task of policy makers, especially in terms of creating and expanding the job
opportunities. There is no doubt in it that the goods manufacturing organisations have been contributing
a lot to the process but the service generating organisations find it difficult to cope with the mounting
problem aggravated by the developed countries of the world. In the Indian perspective, the services

sector has not been contributing substantially to the process of socio-economic transformation.
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In the 21" century, the business environmental conditions are likely to be more volatile. The
multi-dimensional developments in the information technologies, activated and energised by the
developed countries, have made ways for sophistication in almost all the areas. It is against this
background that leading service generating organisations of the world have been found believing in
making things happen. The invention and innovations have been paving avenues for a qualitative
transformation in almost all the areas. This has been successful in increasing the level of expectations of
customers. The globalisation and liberalisation has opened new vistas for the development of service
generating organisations. The intensity of competition is found moving upward. The organisations active
in enriching their strength have been found establishing an edge and compelling the weak organisations
to make a final good-bye. This makes it essential that even in the Indian condition, the service
generating organisations make sincere efforts to make themselves stronger and stronger, if they have to
survive and thrive. They have to explore profitable avenues and practise innovating marketing since
quality or world-class services with innovative marketing would help them in proving their excellence

nationally and internationally competitive.

Expectations and satisfaction move together. The process of technological sophistication has
been found very much instrumental in increasing the levels of expectation. The service-providers are
also afraid of the gap due to new generation of technology. The quality gap due to wrong operation,
handling and maintenance of new generation of technology would make ways for disappointment and
frustration. It is only professional excellence of our people which would play a catalytic role. Concept
and percept never remain static. We find a change in our perception of quality. We define quality and

keep on moving the process.

Goods and Services:

Services and goods are not tantamount. There are a number of salient features that establish a
clear-cut e between the two. Something which can be physically touched, verified, attracted or
exchanged with or even without making profits are known as goods. On this basis, goods are food,
clothes, and books, other domestic and industrial items that can be carried home, can be stored at a place
and are tangible. On the other hand, the services are hotel business, personal care, legal or medical
services, banking services, insurance services, transportation services and many other services which
can’t be stored at a place and one has to hire someone else to perform ices The effects are pleasure, joy,

entertainment, a relief from ailment or so.
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Key services

There is no limit for marketing services. Now a day we market a number of services. This has
engineered a sound foundation for the development of service generating organisations. The emerging
key services in which we find enough potential to serve the society and economy need innovative
marketing strategies. There are a number of services likely to be productive if the policies and strategies
are innovated. The banking services, the insurance services, the transportation services, tourism services,
hotel services, consultancy services, communication services, education services and hospital services
are to mention a few waiting for a major change. These services have tremendous potentials. We need a
sound policy to make possible an optimal utilisation of the potentials and to make the development

process proactive vis-a-visproductive.

Banking services:

Banking services occupying a place of outstanding significance. The fact that with the
development of economic activities, the banking sector could emerge as an industry. The public as well
as the private sector has been found owning, managing and controlling the banking services. It is right to
mention that scientific inventions and innovations made ways for the use of technologies in almost all
the sectors and the developed countries activated the process of promoting the technology in almost all
the sectors and the developed countries activated the process of promoting the technology driven, user

friendly services.

Insurance services:

Wherever there is business, there is risk. The risk can't be averted. We do not have any command
on uncertainties since there are a number of uncontrollable factors. The insurance is a co-operative
device to accumulate funds to meet uncertain losses. The industry, the business and the individuals
appear interested in using the insurance services. The involvement of public sector in the insurance
business has made possible a number of changes in its functional areas and responsibilities. The
performance of these institutions, the work culture and the quality of services are presenting a gloomy
picture.With the development of information technology a changed scenario both in bank and insurance
sectors. The internet services have virtually revolutionised the operational mechanism. The database is
to make possible a significant change in the decision-making process. Computerization making ways for

a number of qualitative and quantitative improvements in the insurance sector.
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Mutual fund services:

Speeding up in the pace of economic transformation makes it essential that flow of capital gains
a rapid momentum both at domestic and global levels. There isa close relation between savings and
investment. And the processes are found interlinked with the emerging trends in the economy. Mutual
fund services need a new vision a new strategy and a new device so that not only the big players but

even the small players get an opportunity to make their savings and investments much more productive.

Hotel Services

The recent developments in the transportation and communications services, the liberal cultural
exchange policy of government, the development of tourism as an industry, the development of
corporate culture, a change in the lifestyles of masses are some of the important factors opening new
vistas for the development of hotel industry in India. The growing instrumentality of managerial
proficiency in the hotel industry has made it essential that we develop this industry in the changed socio-
economic scenario and create new job opportunities in this neglected sector. Today, the customer
services are planned, automated, audited for quality control and regularly reviewed with the motto of
initiating qualitative improvements which make the industry internationally competitive. A new vision
for the development of hotel industry the world over and it is essential that hotel planners assign due
weightage to the same even in the Indian perspective. The moment we find a change in the taste and

preferences of customers, it is pertinent that we make possible an analogous change in our service mix.

Retail Services

With the increasing domination of corporatization a significant increase in the level of
discretionary income. The burgeoning middle class has been found expanding avenues for the
development of retail sector. The development of mall culture is the gift of corporate culture. The retail
services in the changing business environment need a new look and a new approach. The changing new
faces of retail sector make it clear that the Indian retail trading has been moving in the new directions.
The chain of stores, convenient store, franchise, departmental store supermarket hypermarket shopping
mall shopping plaza discount stores factory/secondary stores and kiosks are the different faces of retail

sector gaining popularity even in the Indian society.
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Education services:

Education is an important device to developthe Credentials which help in generating excellence.
It is not only fair but even judicious that all the segments of the society get an opportunity to enrich their
potentials. If we succeed in developing knowledge, our success in developing professional excellence
can't be canceled. If we succeed in developing professional excellence, the managerial proficiency
would help both the profit and not-for-profit making organisations in sub-serving the organisational
interests vis-a-vis the social interests. Contrary to it, if we fail in developing excellence even the world-
class inputs and sophisticated technologies would fail in delivering good. It is in this context that,the
education services which have been found in a critical condition. The educational institutions, of course,
bear the responsibility of enriching the credentials but the task becomes much more difficult when we

find them in a washed-out.

Technology in the Services Sector

The process of technological difficulty has influenced almost all sectors of the economy.
Technology is dramatically changing the nature of services making ways for tremendous potentials for
the offerings of new services which no doubt was difficult to imagine just a few years back. The new
generation of technology is significantly changing the perception of service quality. During the past
decades, the services were restrictedto home locations but now we find them crossing the geographical
and national boundaries. In the process, a number of technology but we consider Internet,the king of
technology acting as a vehicle for the travelling of services. The service-providers and service-users, of
course, get a number of benefits but we also find paradoxes and the dark side. There are cases when
both the employees and customers become critical to the use of technology. The customers feel that this
may invade on their privacy whereas the employees resist to the new changes in the work process.
Besides, we find lack of personal and human touch when we find new generation of technology used in
the process of service offerings. Absence of interaction between the providers and users makes the
evaluation process much more difficult. In addition, we also find involvement of costs and the
additional responsibility before the professionals to educate and train the employees so that they are
aware of the new generation of technology. The new generation of technology, no doubt, has proved to
be the basic force behind service innovations such as automated voice mail, interactive voice response
systems, fax machines, ATMs and other common services are the gift of new generation of technology.
The satellite communication services virtually have revolutionised the information system. We are now

considerably depending on new generation of technology and even cannot imagine a day having a

Volume XII, Issue IV, APRIL/2023 Page No : 694



Mukt Shabd Journal ISSN NO : 2347-3150

communication gap. The Internet services have dramatically changed the scenario as a host of services
more through internet. Whatsoever the qualitative or even the quantitative improvements that we find in
the services are due to the emergence of new generation of sophisticated technology which has made

ways for the emergence of techniculture.

Conclusion:

Seeing the growth of service sector in economies throughout the world, and the belief that
services marketing in certain key respects is different from goods marketing, the rapid growth of
services marketing literature in recent years is not surprising. Increased academic interest and research
activity in services marketing in years to come is expected and is necessary because far more questions
than answers exist at this time. A need exists for services marketing research to enter a new phase of
empirical work that integrates various disciplines and various services industries.Expansion, innovation
and competition will continue to accelerate in emerging markets, luring more companies into entering
the developing world. Firms with global ambitions who want to realize the promise of emerging markets
should craft a strategy designed to execute in response to the critical success factors unique for each

target market, provide for flexibility amid market transitions, and position them for long-term success.
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11. Review Study on Digital Currency

Dr. Devendra N. Vyas
Principal, Smi. Radhadevi Goenka College lor Women, Akola.

Abstract

Bitcoin 1s famous as white paper. It is a reward of mining process hence known as
Bilcoin. 11 is uselul as a exchange (ool lor currency, products and services. Bul there are some
lacunas of Bilcoin like people are uging il [or illegal transaclions, large amount of eleciricily i
used [or mining process hence il's not eco-[riendly, price volatilily and thells rom exchanges
etc. It’s just creating speculative perspective in investor’s nmind. In this paper, Researcher has
described the buying process ol Bilcoins, relaled risk faclors and how the Bilcoin is
decentralized and ratio of acceptance in the globe.

Keywords: Digital Currency, Bitcoin, Risk, Decentralization.
Introduction

In recent budgel, 11 is verv clear thal Government 1s ready 10 give imporlance 1o digilal
currency. It has much more potential. It can streamline the current financial infrastructure,
making it cheaper so as it possible {0 do lasier [inancial transactions. I supporis central Bank to
make monelary policy elfeclive. There are various kinds of digilal currency like crvpio
currencies, central bank’s digital currency and stable coins.

One of them is Bitcoin. In this paper, Researcher has studied the concept of Bitcoin. How
il supporls lo make (ransaclions very aclive and the fNow of Indian Economy. The most
imporiant thing the acceplance ol digilal currency. In Union Budgel 2022, as we know
Government is ready to charge TDS on digital currency which is solving the issue of legality is
going 10 solve il.

Definitely, it will motivates and encourages them people to invest in more in Bitcoin.
Now, people are more aware aboul the investiment in Bilcoin, 1L will boost the invesiment and
the buying behavior of people. Bitcoin is form of crypto currency which is working as peer-to-
peer pavment svsiem. Cryplo currency is digital currency. 11 18 consideration that il more secures
as real monev. There are some positive aspects of Bitcoin like it is not administered or controlled

by anv specific regulatory bodyv like RBI; on the contrary, it 1s monitored by Block chain
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Technology which serve as a public ledger for all transactions. Hence, there are no rules and

regulations are [ramed. Incase ol any digpule, there 1s no exact solution, One should purchase, on

its own risk. Now, crypto currency is a hot topic in all over globe and there is huge volatility if

cryplo currencies exchange rales. Invesiment in cryplo currency is high risk of trading. Hence, il

is gaining the attention of speculators. The current decision of Government will definitely

motivate the investor to invest in digital currency.

Review of Literature

1.

0.

Bitcoin: An innovative alternative digital currency- Grinberg, R. (2011); Thig
paper has thrown light on some legal issues the Stamp Pavments Act, Liberty Dollar
Creator and the federal securities act. It also allows the organizations to receive
donations and conduct business anonymously.

Central bank digital currency and the future of monetary policy-Bordo, M. D., &
Levin, A, T, (2017) has concluded that CBDT definilely transform all the aspects of
economy which support to sustain the monetary svstem and facilitate the svstematic
and clear monetary policy.

The macroeconomics of central bank issued digital currencies- Barrdear, J., &
Kumhof, M. (2016) described that macroeconomic elflecls of issuing of CBDC ig
globally accessible and interesi-bearing ceniral bank liabilily, implemented through
distributed ledgers which competes with bank deposits as medium of exchange.

Central Bank Cryptocurrencies. - Bech, M. L., & Garratt, R. (2017):In this book,
author has described that now its era ol digilalization and digital currency is importiant
aspect ol it. I central bank issues cryplo currencies, will it ugeful? In the same way, the
peculiarity provides two tvpes of CBCC 1.e. retaill and wholesale and differentiates
them from other forms of central bank money such as cash and reserves.

Central bank digital currencies-design principles and balance sheet implications-
Kumhof, M., & Noone, C. (2018):In this paper, three models of CBDC have described
which focuses on core principles, bank funding is not necessarily reduced, credit and
liquidity provigion lo the privaie seclor need nol contract, and the risk of a system-wide
run from bank deposits to CBDC is addressed.

Broadening narrow money: monetary policy with a central bank digital currency-

Meaning, J., Dyson, B., Barker, J., & Clayton, E. (2018)- In this paper, Researchers
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have inferences that CBDC and its impact on monetary transmission mechanism. They
mvestigale how CBDC could aflect the various slages of transmission, [rom markets
for central bank money to the real economy and monetary policy would be able to
operale much as 11 does now, by varying the price or quantily ol central bank money
and that transmission may even strengthen for a given change in policy instruments.

7. Central bank digital currency: Motivations and implications - Engert, W., &
Fung, B. S. C. (2017)- This paper addresses that central bank should issue digital
currency and il also similar to cash. Then il described digital currency. The implications
of such a digital currency are explored, focusing on central bank’s monetarv policy, the
banking svstem and financial stability, and pavments.

8. Designing new money-the policy trilemma of central bank digital carrency- Bjerg,
0. (2017):There are three different scenarios viz. ‘monev user scenario’, ‘money
manager scenario” and ‘money maker scenario” for the implementation of CBDC in
terms of their monetary policy implications has used here. The evaluation is depending
on an adaption of the clagsical international monetary policy trilemma 1o a domestic
monetary system with multiple forms of money.

Objective of Study

e To review study on Digital currency.

. To study the process o buying Digilal Currency,

e  To analyze risks of Digital Currency.

Research Methodology

Researcher has used secondary data and Descriptive Method 1s applied for writing this
paper.
Buying Process of Bitcoin

It currency is in flow then it has importance in economy. As more and more currency in
circulation and acceplance in business transaclions, it grows Now Bilcoin is in [low where Dell,
Microsoft and other multinational companies are preferred to it. In a countrv like Australia
Bilcoin is considered as traditional currencies.

. Be ready with Bitcoin Wallet: 11 is a virlual storage cenler like our phvsical wallet
where we hold cash, debil and credit cards. Hence, one should ready with Bilcoin

Wallet which 1is basic and foremost important aspect to purchase Bitcoin. This wallet is
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based on software. It is online medium which are offered by some companies like
Coinbage and Ledger, Elecirum, Cold Siorage eic.

. Selection of Bitcoin Exchange: Alier having a walletl, one should regisier with a lal-
1o crvplo exchange. Fial currency 18 a currency which ig issued by government like
U.K. Dollars, Euros etc. Actually, Bitcoin exchange is working as a mediator and the
company sells cryplocurrency [rom their collection and ingiead of thig service, they will
charge amount. For example,eToro, Coinbase Gemini eic. exchanges are providing such
lvpe of services.

. Registration: Afler selection of proper Bilcoin exchange, one musl register and
complele the security process bul the accurale details will be changed exchange 1o
exchange. In short, one must visit to Home Page and click on Register then enter email
address and set the password, atterwards one will get confirmation email. As soon as
we click on the link, we will enter in the dashboard of page of our new cryptocurrency
exchange account.

. Security Checks: Afller registralion ong must complele securily check process. In this
regard, one must complete few steps so that one can start purchasing Bitcoin. This
process may vary exchange 1o exchange. In this checking process generally, they are
asking about anti-monev laundering, Know Your Customer rules of the country to
which exchange is concerned. Phone number verification is one of the authentic aspects
ol security check. Further basic enquires like upload Photo or scan copy of 1D

e  Payment Method: Afterwards one must add bank details, debit card or credit card but
it depends on the nature of transaction and quantity.

¢  Deposit Funds to Exchange Account: Next step 1s choosing vour required amount and
transfer to exchange. After completion of this process, purchaser has, money in the fiat
wallet of exchange account consequently buver can use the cash to buy Bitcoin.

¢  Purchase Bitcoin: This is final step, here purchaser has to click on the Buy/Sell button
and choose the value of Bitcoin and wait for completion of transaction process.

After completion of buyving process, one can transfer bitcoins in one’s wallet, trade with

bitcoins and spend bitcoins.
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Risk of Bitcoin Transactions
Bilcoin 13 deceniralized hence it has many risk lactors because ol il people always think
before purchasing it. They are as under:
e  There is No central body to control Bitcoin management.
. There is no ceniral server lor i1; hence 1l depends on peer —lo-peer agpects.
) Its depend on public ledger; anvbody can store it on compuier.
e  Anvone can become a miner of it because of it anybodyv can create a new address for
bitcoin.
. Anvone can gend a trangaction 10 the network without any kind ol approval
Crypto Adoption in Globe
Maximum countries of the globe are using crvpto currencv. There are manv companies
who are accepling payment in ¢ryplo currency. As il is become a trend and businesses are also
growing very rapidly. As of 2021, world global crvpto ownership rates at an average of 3.9%,
with above 300 million crypio investors are lound in globe. In the same way, above 18,000
businesses are accepting paviments in crvpto currencies accepting paviment in crvpto currency.
As per Recent information of February 2021, Bilcoin markel cap reached US$I trillion

Bitcoin is also constituted 66% of the total market capitalization of crvptocurrencies in

2020.
Top Countries & their Investment in cryptocurrencies

Sr.No. | Country Investment in US$

1 India 100 million

2 USA 27 million

3 Nigeria 13 million

4 Vietnam 5.9 million

5 United Kingdom | 3.3 million

In regards of owners demographic data, 79% are male and 21% are lemale, among them
58% are aged under 34, 82% have a Bachelor’s degree or Higher Education and 36% have an
annual income over US$100L.IT we compare period of 2012 and 2021, the price of Bilcoin
increased by more than 540,000%. Bitcoin has reached an annual growth rate if 274% in the year
2020 as a result of this, crvptocurrencies market is estimated to grow with a compound annual

growth raie of 56.4% [rom the vear 2019 10 2025,
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Conclusion

Bilcoin is receni {rend of markel because of it acceplability and usability. Invesiors are

readyv to prefer it. Indian Government is also ready to launch digital currency, as it is declared in

Union Budgel-2022. Il has some posilive and negative aspects also. Risk lactor 1s play vital role

in the development of economy and Bitcoin 1s not different from it. It is verv close to Blockchain

Technology.On the basis of above discussion, it 1s clear that it cryptocurrencies get legal

exiglence, definitely il will grow like a share market.
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3. U U Affpe=ar darer 7094
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T, TATET WTERT a3
e faamef,

TEATEAT

Sfewm e HifwT St Yrardier SRR d=nford 29T WUITell 3R, ST Seueatl Halerdr=a] Jdid Y
ferarr= a1 ST, AT AR SHiRE T siewet W, @ e gatd [rgan S foaia e ore!
e, AR BREraT 1766 WAl S3TT GICeT Hell FF FHOAMIS! §RE SISHT SHuHreA Al IR el .
AT SOt Her” T A& W= ST FROA T T, TR 1854 T WS Teme F e ana
HIT Sa. ST THEHH TR % T AT 51T TR H1HE HIHaT 1854 UIE F0ATT Haq ohell S
ST 1837 IR SAHE ST STaToi GerRem At sArt yRard i o Hifte gE st s o St
FITATEY TR TRTE=Teres U8 M7 ehel, Hel( TR), TS g1 U J13al, oigM sr=d Tl Sof Teiiehr,
TS TATF FRCH HTOT AT IREe A5F FILH HFAq Sa o SEor Jew e Aoy o derer
AR forhles HalT SR 00! A1 Taeret 3T,

TRAR G AR 2 STt Taia 51 Teed Jeadh TR, § S T Jed {0l HE g Frel, st
ISR 4 UeT T HATHE TATTT e, AR FHIThia (L60%), =78 (25 8) T8 (193 3) T7 0 qeohred i1

NS e Uee HiThE= ST ATedl, FTT YR <97l HEET 4439 BT deohld ™ 2Tl Ao aHe

Wh&HTAT HUEHT=AT 3N <] sh{THTT AT % dl. I S Al STIE W <Mled °h|"4?Q’1¢l EARE

RLUY ST FRUATT STl ST TRATAS HEATSAT AT SHACe=T &7 HATIR SR, AT FHrE UYof 207e s

QWO el AT @A RACHS, WA [SrEIRT JRIiel 2UTe] ATEds HehaR] HRGE 2UTel raierd ]

AT =, SRR R 2UTeT STeAs ShIAeT 4% U8 ST, SATEI S9TTeteT 2uret et b svesm wmare.

8¢ qel, fger snidrmdie et foere Turet fofie SR stwamg atTel, IH © 20T foehle fay
IS TRV NiGE e AN ¢ Tohativiiens e samoet, e 9w ufeet eute fashie 01 sffaeier qeuy TSt

ST AT HATAT, SATEI A=A HTR TASU AT GHFEHA T I A F o] e, JEeTATH, 29T
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WA U2 o= qed HaT AT 4, UIE, ke 5 W5 U Lol AT A=t STevil vl 1y o
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1, ¥ G Hdl
2. U et Har
3. SR EE
4. fameen
1. STk O Gall

sy fafaa sl 92T avem e o oIS UF TrefaaT T Yo e e

s e foareht wrerasr Tt STl Be SR ae| St staeen i uiemir stfires v s

SRR TSI SE! AT Ha ShskHT ATl Ha9T Urateror ST ATqeaTI=d €esr Tei=ian A © % Sih

T ST AT WIEAATT 8 0o Forsiy @an RIqvarme U Wt e IR TS S e ST delT
Y TR ST Wall ot U foraly famits qie Qo a1 same s g T ST UTiel Ui e HTHeRT
T UrETETET S e AT TRA ST WA ORI 7 ST AT T TR ST Je T 7
AT ST & AT A1 HTS SAHD T7 ISR 93 UH FOM § HE IR A W qais
FIAWTLET U7 FTER T T8 th ! ITH F0TRY & UTSTOTRT & Teal STeiTeadT S2med Tgara

T4TeR Siegl ToeTliad §asT JTSdTH=IT 3TE deal UIee shie ATeTi™ O Tehar foTwi Fi=m 3U=NT & Frehdl

Yehe Tehall UTHfeT SAT=eRa e WeoReq Ta i SRIcl Ot HIgAl SHETRT= TRl SHgAT=T ITANT % I1ehdl © ST

BRTETS! ST UTa AU dehiodss e 3R,
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e e 2 T Hewmms e T wre 177, B U WS T8 AW A el et e forg.
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1721 TeRTCaAT IR STeh HHIH FFEAT T A=A (Rt ST 1 ST ST STEam
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it FerAime ITre At FRITIe HfEd et AR AR fon afaits wrefavamET = e,

q) AT uT

Tafas T STy Ui Fe e Rae STt ST SaRe I et et e sehar ST

TSTTAT ST FTefelt SVT & UL T SR S ST S35 Tt & T QRN HawT ITa{ouamerat IwT st 1

Mo TINE FTST=AT Torg, ATGRT e oifiaa &aeT fofg o Hig ST T <hed 1% e ohdos U ST
T AT i T ITor o g e aTiaRaEite Ul hIOT SaTe ST HI0eAT SR THreer e
TS eIl ST% FTehd ATET faeaTaed 9 Trefamaaet Ui el <id] ST SAqes (i Wi S
Ealiskaial
TS 1S 0T Sfqeia o ar=n sy fafeg dewn forferamaet sar stat oot dive w61 Tiois gem
UTEEUIATTET TR ATE T8 FI=eRIaT Saesie Taer Afaiies FhTe SUTNT T S Whd e qoT AT

TOaT T ST3 Fehd ATIEITE TETET TeEEl STEeT 9 Tearae F0e 9t o ST90 TETeT S5

BA=AT HTAHIGA Hidd 2Tehdl U o EEUTETS] HMATAT ST TE'I%ILHIIC{“I HTdFHhdl Y et 27 faehie

ST HTI0T T TSg Tl A6 T He SToh SAE] JIeed FHATT TUHE STl Jahie! [ Hesdta
TR fAhreT et 316 Adl forbret wfig TRe @13t feTb It $cmat,
T) UHH ST

HIYATAT HUAT aldcb=T U] -1Idd|$°=h|¢l| Q_{Qldﬁl Hhdeh U= HHcd H%WW@WW
TSI UTSg, I 51 ST0T UTSe] 31 ST FI0 =T ATl TieT Trafervar=i i suerse sweft s e e
TTEA ST 6 FUIATd B U qistauarE fgraret o st e glown s1e a giad sl Wi e

S = T 437 (SR UTad STl STeh J[eeh YT oFedl aeIeR Hacl ST,
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SR 5000 TR IS Tl W ST B T HIE @Al ST IS TR ST HTIAT TR A3, A
TTfOT e ST ST T B qrearzEr 317 fodt wrefoer sat s a9 Sk U SRht S SAehieT T wet
FTET FTE AT SHIEAT At STt T <l ST it TR e,

Tq) G AT

T TR T S Ut $TER arefq AR Ut STiEt S AeT U8 ITee Wk o U
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Haiferd dhetel IS I[eah A8t ST AT ST A2 ST Tal o7 o fafv= S[ee amined 3uerse o
SO H O 2ESET FI0F20F, SOF T 100 T Y0 TF FAE TEA 5T U AT TET T
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ShT T T @ G HAEA AT WTH e Tl SO SR e g JladT S9esd #Te aee
3. ekt |a

FIATAT HIGd HTE i e YRT=T JaATVT- ST L S Ao U9 SHT HLd II0T SAT S hi=T JITiH T
FATIERE AT FAET T WTSTd SATAT=11 hTE1 ST YT S ATV =l Had Hd FAT FehI ATeeh =T
Torreerefielt Tel I kg el TN, STeh SR HIE! 30 HaTal T ohlald She ohl @IleriITe 96l STHT Sl STt
T BN FIGT U1 A I I TG WhAT h A Gp ARG Tdet St gleran wfnT glaur e
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AT Sfta o e wa 9 i qEte S
A) =T T A=A 9T (PLI)

TR Sae ToT ATSHT FEaTd T ST BR SFHER! ITered S Tdail gl sieiiaRi A1 AW s
TR0 T TR, Frew 1 87 7 foardte, st erjem o edr, T e 9 foxitr dueT weert

Fr=ATETE TR B AT TN ], SToh S Gole ST shH==a1= o4 50 o9 Y& sl 312 o= Migrg sasiaar

3 ftaa sifoem Sama Q= e fomn wtd Stk s oo suehi=i! 9] fehalT st 9Ty FiTesrar o (Hiaa
TeRT QUIT T I faelt W
) TTHIUT STeh WX e &1 (RPLI)
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BlIEEERIC R UG
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1. gy 1. favers 1. <. I . TE
#ATE BT PlegchR HRIdeerd M. . a9 ®elr g Aoy Herdene
ST@iTa SrTe, foTesT gereTon QmTE, fSTesT geferon

MYGRT:

ARARNE $E-ic dIURBd g WIS Jooddd HEAT UG HRdld. o)k
S—IAUUIHIAT UTEHT=AT qATaR AT JTT ATTHGTEIR YRUTH BRUIN WG b HAlfed 3TAdiiel
W d 9T TS SEaHed wUaRd HRUATEST M f[Jeme sifFersd urgd fCagH
SIUITATS] Tl fAYUT RO TR 66 IAhdrd. & INHEE ATelsT HRAY UT8d ERal BRI
DIURT T A& ST TR TbTe TTehall. IR JUT SR FeEBIAT ¥ 3MSwA 3fTel
DI, AP, SYARCT, STANT A H=s raiigie T RIagRET & ura gcd 3fed o
AT WREIES TTEHIT YRUNAR YRUH PHRAN. SeI-icHe UTedhidl aw] SN0 HdT TR

HRUITA Ugd daclall e AT dod) e du=ai-i fAuord W HHl HRUITAT FeIMH $exAT
IRVITE AT Dol AR, SIS AT WD RIS & VIS T STTeT]
T o fhad HHI Dol 38, HUIT IATGAT [Ih] THRUIATS], BIsdd HURITS! A0
gexcdl IR HRATd. UTed Sex-icdl IR $ad Scared IS WREl HRUIRISId HRa
HRATT o IUTe fARTE FIRRWA WAl ded™d i1 Awdie. 3Md asl g aaarITe]
GEIC REHCECINICICIRCIEG]

PIgS — SeIrIc IR deald o8, IRAI AR o 0T g+ Exarr
TTd.
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UATqT—
AT YT IATATS T FBOrol e fhdl IR fhal Sexcawd ST+ fha
HAT WG] PROGTAT HoilT fawg 3T faxdie [Anhdihe I WXl H0T 3Rf AR Hell

ST, 8T Soldel=idp HhHATdl Udh YHR A Sl UTeHiFl dd F8sR e gex-cdwd ¢

fashearehss g% fhdT HAT WRE BV AN <dl. ATedh [hrdblw fdbearedl dedseal AT
Te TG [har WSl MY ST 0w TR [Apcaaey o U Adsid Idred INedrd, o
TR 3—fadRdIs fAdhids FHH STe-Tdl Suerdr T fhad geifad a1 ufshden e

d UTE® (o29) BV, AATS WAL 2016 UG, UT8dh SEheld AITU[D, ofYeiy, cdelc U
afor w¢ BIae fafdy Gore afor SURNOT arae ST WNEl B Idhdid. § s—9019,
SRR, TS WTRR MY MR ITRR U <W@ld dlbd 3. Jdi 31, a9 I
FarT & wrafe TR "I Siieddl Sl U 3Tl T VRG] Uh RSl Siieell AT ol
FEUTG] YgCRICy. RN &FTIA Hidge Sex-cqes UTehidl g MO aT TWRE! HRUATH! Ugd
gaclell 3ME. QIval QeMavd dUal O9d swe - HID(CT Wdid HUld HRuITAT S8 $exAe
JIRUATH FHaATd bl 3T I ATgR AT Il [hAd HH dedl e SIvIdhRa
e gex-cdl dR Hadd ITeT I WAl BRUITATSIE HRd ATeld o) fhadl, Sdre
IR MfYT fawiaR Hevmar war giaem=l ol BRGNS Q@ld DHRA. 5—Idard

TSR] TS &Td=T AR, Sex-c Uil faegga Ifor AT UTehiadd i dhrierad-

YRR Udh RG] Gl e dRd. 9RAIAIA lbOd 3fiFargd Rl du=a s,

SAYFTIY §F HHAT [Sa€.asy I H—3ol SISl 3MTad. JAAlgd WRSIITS! UTEShiedT SROTaR

U4Td THUIR UTe S e Fgurel HIfedl, dIuRvaTd Aldl, WA, gRIdd], S« Alfgdrar
A IR fafde Il el BRUIRATS] BHRTa.
IR e —

" YRAAT JATATST BRG] FIRIAET 3T BRI

" HRANI ATATST WREIhS TSR iR GRUH HRURAT Thio [deeiyor Hrof

" HCHET AR FHRY ARANAA AAATZT WNEIbS UTEHieal geiiall URd Hd

" YRAIA AT WG [dhrar=ar FHd 3R Hv)
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YRATAA §evHe IR o8 AT S—Iaar
2015 ALY YRATd 408.4 TIole] STI-c dIURDd Bid. 2020 T B AT 604 <IToiel

HHBTAT AT JOIRUS 3.

Trends of Internet users in india
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IRA & STl Fald d aIgu=al $—&hiad aoRUSI®! Udh 31TE, ofEar =did
gexHc ITURGd AldIs AQY UTSIuITITS!, 3iHcTs (&S IrevarTs!, AidTgel UdT aTaRvIATATS!
JTFOT Q1A WRET HRUITATS] W ANIg ol BT oI ©d 3fTed. 2016 UAd, 26 <& WIfdh
Al $eIAc AqIURA BI; Udl SUGIYAI] UeTdhidl ATHRAFTAT SaQdUTH GEUC. ITclldheicl
IIOR - FNEATIER, 2020 #&d YRARS AMSA B §c’c dIRGAl Jdel 37.36 T
ATHERITIT UIEravaral Aarel 3Me, S fSfofee Ao Alargel WREIGR Yerdhiedl gRIF HIG
g AfAfEcd $HRd. 2020 AR YRGS THUT SeI-Ic Yeldh 604 SeTele] iellg qruRdbed <l
U SO 3T 3R,

2015 UAd, WRANIE d9g9%d SiFcllgd dURdbd oY B, AN dd 3l
ERGIGRIMATST WX BId. AR, JATTATST WREl BRI YeTbiteh] STaoduides i qardier goy
3R, JAersd IuRerdl onfor fefoice el raHdlel 3RIel, Al JAelsd WYAIGRIE
2020 AT Hd ARATT §—RIe EATAT 42 TH dICT AT IQTST 317, 2015 AL THUT (el
TP W] $de 20 <& 2. U IR a1 s—hmd fAhl 2014 I YRS f$foed
QIR 247 JUH SIA¥ BIA AT 2020 HEJ 424 JUH SIERUAT UIBIFUIATET TSl AT,

2015—2020 HHId IRATAS s—IaIIATAT gedgel A
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ABSTRACT

Wireless sensing nodes emerged as a response to the growing demand for ubiquitous monitoring of particular
environments, enabled by advances in communications and IT. It's cheap, versatile, compact, and energy
efficient, but only in moderation. One of the most pressing issues in wireless sensor networks is how to extend
the network's operational lifespan. Many different routing protocols have been developed, each with its own
set of advantages and disadvantages. It is preferable for low-energy and long-lived networks because routing
protocols can be relied upon to find the most efficient channel of communication between the transmitter and
the receiver. The goal of this study is to compare and contrast various routing protocols and highlight their
advantages and disadvantages.

Keywords—Energy efficiency, Hierarchical routing protocol Residual energy, Wireless sensing nodes, LEACH
I. INTRODUCTION

The idea behind wireless sensor networks (WSN) depends on eliminating the need for human intervention at
each stage of the data collection and transmission process [1]. WSN is composed of a large number of relatively
small autonomous sensing nodes that collaborate to gather data about their immediate surroundings and
process it before transmitting it to a central station. Random sensor nodes are placed in inaccessible regions.
Though most of the uses for this network include war and disaster management, such as earthquake and fire
detection, it also has numerous peaceful uses, including as air traffic control, healthcare, electronic selling
points for a variety of businesses, and more [1]. To "route" anything is to choose the best path between a
starting point and an endpoint. On order to ensure high reliability and rapid performance, this is done in the
network layer to direct and transport data.

Because of how inconvenient it is to go to the sensor nodes' publishing locations, it's crucial that they stay
operational for as long as possible to ensure reliable monitoring. Batteries, which are contained in such nodes,
are known to have a finite lifespan. Therefore, avoiding the premature energy depletion of sensor nodes is a
key and essential aspect of prolonging the lifespan of the network as a whole. Numerous routing protocols,

such as those based on geography and those based on clustering, have been created in recent years, each of
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which may be further subdivided into a number of subcategories. hybrid routing protocols, data-centric
routing protocols, and other such protocols [3]

Additional groups may be found in [2][4], which are as follows (according to the initiator of communications,
according to the operating mode, according to the protocol operation and according to the design of network
flow). Section II covers the remaining research. Topics include obstacles in route, Routing in WSNs Methods
and common routing protocol descriptions, Section III; Section IV. Section V. different LEACH-type routing
protocols is the last chapter of this paper. Section IV. low-energy adaptive clustering hierarchy Final Thoughts

and Citations.

II. TOPICS OF ROUTING CHALLENGES

Due to limited energy, arithmetic, and basic units like memory and others, the design of this network is
influenced by numerous issues, including the inability to scale, lack of awareness of energy level, and lack of

complexity in the routing protocol that we consider excellent in WSN [2].:

A.  Deployment of the sensor node

The efficiency of the routing protocol is heavily influenced by the deployment strategy for the sensor nodes,
which in turn is determined by the kind of application being used. There are two main methods for deploying
sensor nodes: randomly (self- organizing), as we discussed before, or carefully and precisely. Energy efficiency
is heavily dependent on the positioning of the sensor nodes, particularly the cluster head and base (monitoring)

station..

B.  Network traffic status
Due to the simplicity of regulating them and defining the proper routing protocol, ordinary sensing nodes
other than the group's (cluster's) head or monitoring station are preferred to be (static) non-moving. However,

there are cases when a moving sensor node is necessary..

C.  Tolerance of Faults
When a sensor node fails, the routing protocol must establish new connections to prevent the network from

losing data about the surrounding area..

D.  Scalability of the WSN
The potential for dozens or perhaps millions of sensor nodes routing protocols need to be able to deal with a

large density of nodes, perhaps in the tens of thousands, in the region being monitored.s.

E.  Constraints on hardware
All units that make up the sensor node must be present as small as possible and consume the lowest possible

power and examples of these units are: GPS, communication, sensor, power, memory, etc.
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F.  Information Transfer
In most cases, data is sent wirelessly, which is susceptible to interference and results in a weaker signal than a

wired transfer would.

G. Conservation of energy

When the network is first being constructed, energy efficiency is a major factor in deciding which paths to take.
assuming that the network's reliance on radio transmission power decreases at a rate proportional to the square
of the distance squared or greater in the presence of interference and obstructions, Single-hop is efficient for
low-density networks with close-by sensor nodes, whereas multi-hop uses less energy while adding to the

network's problems..

H. Models for data delivery

Continuous, event-based, inquiry-specific, or a hybrid of these modes of data delivery to the monitoring station
are all possible. Every sensor node transmits data on a periodic basis if the process is continuous. However, in
the second and third types of delivery, the node is engaged when an event happens or when the data source
requires specific information. This method of distribution impacts the routing protocol, particularly with

regards to the problem of low power usage..

L. Aggregation / fusion of information
It is the process of aggregating information from several sensor nodes with the aim of thwarting any possibility
of repetition. Packets are collected from various sensor nodes by the network in an effort to lessen the amount

of data sent and, by extension, the amount of power required for the transmission.

III. WSN ROUTING METHODS AND EXPLANATIONS OF COMMON ROUTING PROTOCOLS

Reactive routes calculate the pathways when the true need is only, whereas proactive paths calculate the paths
in advance of when they are really needed, and mixed paths do both. As the network often consists of
hundreds of sensing nodes, mixed protocols integrate them, whereas proactive calculates all pathways in
advance of the true requirement for them and keeps these paths in a routing table for each node, rendering
proactive worthless.

Generally speaking, routing protocols may be categorised into three broad groups: flat-routing, hierarchical,
and location-based. routing. the first one (in flat-based routing) all of the nodes perform the identical function
so data is transmitted from each sensor node with a high redundancy of data [2].

Hierarchical Protocols, this type of protocol is intended to raise the efficiency of the network, extend its
lifetime, increase the scalability, and cover a larger field of sensor nodes based on two steps: the first is to select
the head of the cluster and the second for routing. Clusters are created in this type of protocol [2].
Location-based protocols, there is a correlation between the distance between two sensing nodes and the
energy needed to transfer data between them, so sometimes we need to know the location of the node and we
can do this either through GPS or other methods [2]. See Figure 1.
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Fig. 1: Types of routing protocols.

The conventional wisdom holds that each sensor node should send its data directly to the base (monitoring)
station; this method is known as Direct Transmission (DT), but it does not guarantee a fair distribution of
power consumption among the nodes, which eventually results in the death of the sensors (MTE). Therefore,
emphasis was placed on hierarchical protocols that save more power than flat routing.

When using a WSN's clustering techniques, the sensor network is partitioned into a number of clusters, with
one node in each cluster being designated as the "cluster head" by the other nodes in the network. This node's
responsibilities as cluster head will be shared among the other nodes in the network in accordance with the
routing protocol's chosen algorithm. At present, the cluster header delivers a single signal packet to the base
(monitoring) station by combining and collecting data from many packets [5].

Elections are broken up into numerous rounds in clustered routing; modifications may be made after each
round to provide a more optimal distribution of energy use in a wireless sensor network. By dividing the

clusters into smaller networks, the overall network's size is reduced via the process of clustering.

Advantages of the Cluster Process are discussed below [6]:
J Clustering divides the network's nodes into smaller groups; the cluster's leader handles communications

with the base station so that everyone in the group may focus on their own tasks..

Fig. 2: Creation of clusters. [5]
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o To sum up: * Unlike with conventional routing protocols, the base station only communicates with a
small subset of the network's nodes; the remainder of the cluster's members need not even interact with
the base station at all..

J The allocation of loads should be regulated: the result of dividing the wireless sensor network into groups
is the final functions are spat, which ultimately helps to ensure the same power dissipation between all
sensor nodes. Consequently, every sensor node has a specific work to do at a specific time, while the
nodes that fall away from the monitoring station die faster in flat routing protocols, losing their energy
faster than the nearby nodes and thus increasing the energy consumption of the entire network.

J Information aggregation / fusion: Nodes transmit data signals to cluster headers, which aggregate the data
to either eliminate duplication or combine the data signals into a single signal.

o By switching the cluster leader around and minimising the chances of failure for the far-flung nodes, the
network's lifespan is increased and made more reliable.

° Since only the cluster leader communicates with the base (monitoring) station, collisions are avoided,

unlike in the flat model where all sensor nodes relay their data to the central hub..
IV. LOW ENERGY ADAPTIVE CLUSTERING HIERARCHY (LEACH)

It has been suggested by W.B.Heinzelman in [3], LEACH is the original hierarchical routing system for sensor
networks, LEACH is an adaptive clustering method which uses randomized cluster head rotation to evenly
distribute the energy load between the sensor nodes in the network. It is a very flexible and random (self-
organizing) protocol. LEACH utilizes a one-hop routing.

Every WSN is split into clusters and each cluster consisting of a cluster header and normal cluster nodes. In this
protocol, the head of the cluster is randomly chosen and this role revolves around the rest of the sensor nodes
to check the power balance of the network. The head of the cluster is directly connected to the monitoring
station and stops the rest of the nodes as much as possible to reduce energy use, as stated in this protocol,
Operation LEACH is split into various rounds, and each of these rounds consists fundamentally of two phases:

one is the Setup phase and the next is the Steady phase.

P Round n -
' ) Steady-state phase -
Set-up phase " Frame )
CH CH Allocation Cluster 1 Cluster n
ADV REQ-JOIN | Time Schedule I I
Tiny

Fig.3: Operation of LEACH [12].
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Initially, the node will choose a random number (n). Whether this number (n) is less than the threshold

defined in the first equation T(n), then the node is chosen as the header of the cluster.

E 7 ifncG
(M) ={1—p+(rmod™) 3 (1)
p
0 otherwise

While p is the likelihood of the cluster head, G is the collection of nodes that will never be selected as cluster-
head nodes before 1/p round.

After the heads of the cluster have been chosen, each cluster header node will send its data to the other nodes
via CDMA (Code Division Multiple Access), and the normal nodes will connect the closest head to it. Then the
cluster head nodes use TDMA (Time Division Multiple Access) to provide time for the transmission of data for
each node attached to them.

In the second stage, data is transferred from the normal nodes to the head attached to it and processed
(combined and assembled) at the head of the cluster, and then the head of the cluster sends it to the monitoring

station.

According to [7][3], the most prominent disadvantages of LEACH are:

Because the LEACH protocol does not account for the initial energy of each node, each node has an equal

chance of becoming the cluster leader, which is unacceptable. If a node with low energy is randomly selected,

that node will die rapidly, bringing the whole network down with it.

) Unacceptable distribution for cluster heads: due to the random, non- studied selection of the cluster
head, it generates an imbalance in the network load, the distance, and other metrics.

Not considering the distance between the cluster's leader and the central hub prevents the network's energy

from being optimised, which is a major issue.

There is added responsibility for the cluster's leader node, which must gather data from the regular nodes and

relay it to the control centre in a single hop (hop). We can predict that it will run out of juice sooner than

typical nodes. Once the cluster's leader passes away, the rest of the nodes will soon follow.

o Because of the delay it causes, it is incompatible with the time-sensitive application.

It can't be connected to a wide-scale sensor network.

o As we've established, data transfer to the monitoring station may take many forms, including a constant
stream, a burst of information in response to an event, a specific query, or a combination of these.
However, the LEACH protocol is best suited for the continuous form of delivery.

Since randomly created clusters might vary in size, some could have a lot of sensing nodes while others have

very few. As a result of these disadvantages of the LEACH protocol, we will show in section five some of the

protocols that have been found in order to solve these issues.
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V. VARIOUS ROUTING PROTOCOLS OF TYPE LEACH
Various routing protocols of type leach listed below:

A. LOW ENERGY ADAPTIVE CLUSTERING HIERARCHY CENTRALIZED (LEACH-C)

LEACH-C is based on the LEACH basic protocol and also made up of rounds and is split into two-phase, it is a
centralized protocol, this protocol assumes the following:

o Each sensor node can compute its energy level and send it to the monitoring station.

o Each sensor node can send its location exactly monitoring station.

Information about the location and energy of each sensor node is sent to the monitoring station by the nodes.
Then the station chooses the nodes to have more energy than the average total power of the network as a

cluster head, and create the best clusters depending on the minimum distance [6].

B. LEACH-Balanced (LEACH-B)

LEACH-B this revised version of the LEACH protocol gives a second choice for cluster heads at the Setup stage
in each round in order to keep the cluster heads number constant and closer to optimal (Based on what was
mentioned in [10] the optimal value for the number of cluster heads ranges between 3 percent and 5 percent)
and thus reduce energy consumption, it is decentralized protocol, LEACH-B has improved energy efficiency

compared to the original LEACH protocol [3].

C.  Advanced Low Energy Adaptive Clustering Hierarchy (A- LEACH)

We also know that the head of the cluster is the one what collects data from the normal nodes and transfers
them to the monitoring station so that its energy is quickly drained relative to the normal nodes, in the
Advanced-LEACH protocol increases the period of stability (The time previous to the demise of the first node)
and reduces the probability of death of the head of the node, each sensor node the beginning of each round is
known by a synchronized clock.

We assume that (n) is the full number of nodes while (m) is the number of nodes that carry more energy than
normal nodes name CGA nodes (nodes chosen as cluster heads or gateways) and the rest is (n)*(1-m) represents
normal nodes, and these nodes remain sent to the monitoring station even after the normal nodes fails [4].

Cluster | Cluster 2

(v,) ( } { ) (‘} Cluster Member

I\’:))\\J\) 3 : . Cluster Head

Cluster 3

Fig.4: LEACH -A system [4].
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D. Energy Low Energy Adaptive Clustering Hierarchy (LEACH-E)

Based on the LEACH protocol, E-LEACH ensures that all nodes consume an equal amount of energy. This is
especially important in hierarchical routing protocols, where the number of cluster heads has a significant
impact on the protocol's ability to function correctly: if there are many cluster heads, the protocol will run
inefficiently and reduce the lifespan of the network as a whole, while if there are few cluster heads, each will

have to handle a larger area, which increases the likelihood of failure.

E.  Fixed Number of Clusters LEACH (LEACH- F)

Like the LEACH-C protocol, this protocol is a centralized approach, the clusters are fixed, and the rotation is
only for the header of the cluster within the same cluster. The steady-state is identical as the original LEACH
since the number of clusters has been determined in advance, the energy required for re-clustering is provided,

but it is not flexible in the event of adding, removing or dying a sensor node [4].

F.  Vice Cluster Head LEACH (V- LEACH)
V-LEACH this revised version of the LEACH protocol,

Chuster 1 Chuster 2
O 0 O
( )\‘% O ; ‘ Jo,
CY ( h Cluster Mambaec

. Cluster Head
>

= /'. - ﬂx-v, /\ A Base Sution

B ;

W g ( ) —

Cluster 3 Cluster 4
Fig.5: LEACH -E system [4].
We also know that the cluster leader's energy is rapidly depleted in comparison to the regular nodes since it is
the leader that gathers data from the normal nodes and passes it to the monitoring station. As a result, you'll
perish before the rest of the nodes, and once it dies, the whole cluster loses relevance since it can't send data
back to the base station. This protocol was designed to prevent this from happening. When the CH's life is
taken, another character takes up their duties. As a result, all information will reach the monitoring station,
extending the network's overall lifespan; yet, should the vice- CH die, the protocol will still be helpless to

resolve the resulting issue. [7].

Base Station

Cluster Head

l'e”

e

(o — (77, )

\. /\ ]

Vice-Cluster Head \ \ ¢/
1 \\4/_(?#' ,

Fig.6: LEACH -V system [13].
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G.  Cell Low Energy Adaptive Clustering Hierarchy (Cell- LEACH)

This is a revised protocol from the original LEACH protocol, the entire network is split to several clusters and
each cluster is split to seven sub-clusters called cells and each cell has a head whose task is to collect data from
the normal nodes (it is chosen at the beginning and in the later stages each old cell head makes calculations
dependent on the remaining energy, a new cell head is selected) and the heads of the cells and the heads of the

clusters are contacted directly [8].

e

Fig.7: LEACH -Cell system [2].

H. Multi-Hop LEACH

The cluster head of an intermediate cluster is used in the LEACH protocol to shorten the distance between the
sensor nodes and the monitoring station, saving a lot of energy. This is referred to as multi-hop communication.
The cluster leader that is physically closest to the monitoring station collects data from the other cluster leaders
and transmits it to the station; this uses less power and takes use of the most direct route between the cluster
leader and the monitoring station [9]. Knowing that in the original LEACH protocol, any sensor node can
become a cluster head, and that becoming a low-energy node of a cluster head signals the death of the entire
network, an adjustment was made to the choice of the head of the cluster based on its energy; to increase the
likelihood of the sensor with the most energy becoming a cluster head and thus increase the network's lifespan.
[9].

To get the best exploit of the free TDMA, TDMA schedule is improved in the steady state. In some protocols
for a specific event to happen, some sensing nodes may not have data that you want to send so the TDMA slot
is lost. Each sensor node looks at its role in the current round if the node has data to sendthen send it and if it

does not have data, the TDMA slot is given to another sensor node as Fig 8 [9].

(" Round
Start

Check
for its
slot
&data

Receive data
from CM

Transmit data
to BS

Fig 8: The new revised TDMA outline [9].

Transmit data
to CH

Slot Transmit
to next slot
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VI. CONCLUSION

The rapid development of subjects like multiple computing, novel nanotechnology, and a wide range of
contemporary applications means that this kind of study is far from being exhausted. We share some findings
from our investigation into the various routing protocols and attempt to show how doing so reduces the
network's overall power usage. We found that the Multi-Hop LEACH protocol improves upon LEACH by
making three changes: allocating the dormant TDMA node to the next node if the previous node has no data to
offer; carefully selecting the head of the node; and increasing the number of terms in the original equation. The

introduction of procedures other than LEACH is something I want to do in my future research.
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Abstract

paper.
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It is always necessary to deal with images, especially high-pixel-density images, when exchanging information
from one side to another. Additionally, the image must be free of forgery, copying, or duplication. It is possible
that forgery detection will cause problems if it can or has been connected to some post-handling operation such
as re-sizing, shifting, resolution adjustment, JPEG pressure adjustment, and so on. In this paper, we will present
a new method of copy-move attack detection that is based on the DCT and SIFT[e-sift] techniques, which will be
demonstrated. By employing the proposed system, we will be able to detect forgery data, primarily images, and
estimate the parameter associated with forgery. Individual features are matched to a database for verification,
and the recognition process continues from there. DCT, JPEG, and PIXEL are some of the keywords used in this

I. Introduction

The world is changing on a daily basis, and with it, our
methods of storing and controlling information. Because
of their simplicity and rapidity of exchange,
computerised images are the most efficient method of
data exchange available. There are two types of image
tampering methods that can be classified as follows: a)
Active Method and b) Passive Method.

The Active method necessitates the inclusion of specific
information within an image, either during the creation
of the image or before it is made available to the public
for consumption. This method can be used to determine
the origin of an image or to determine whether or not
any modifications have been made to the original image.
Watermarking is one of the most commonly used active
system methods. Passive system methods, on the other
hand, do not require any transformation and only require
that the watermark be inserted into the digital image.
This method operates solely on the binary information
contained in a digital image, and it does not require any
additional information. For image matching and
recognition, SIFT features are first extracted from a set
of reference images and stored in a database before
being used for image matching and recognition. A new
image is matched by comparing each feature of the new
image to each feature of the previous database and then
finding candidate matchings based on the results of these
comparisons. Fast nearest neighbour algorithm will be
discussed in this paper because it is capable of
performing this computation quickly on a large database.
The level of detail in a faked image varies depending on
a variety of factors, which has become a significant
concern because the quality of faked images can
sometimes be so convincing that it is impossible to
detect traces of image forgery using the visual method. It
is possible to analyse these types of images using

prototype techniques that are based on statistical
methods in such cases.

The Challenges
A) Under the lossy compression.

B) Sometimes it is possible that the intruder may add the
noise to an image to make the forgery detection difficult

C) Point of the region may be related before performing
forgery.
D) The image which may be copied may get blurred out.

E) Copied regions texture may be changed. It may be
made sometimes lighter or darker

Our proposed System

The SIFT is Scale Invalid Feature Transform which is
used to detect and describe local features in and image.
To help the extraction of these features the SIFT
algorithm has the following 4 stage filtering approach
1.Scale Space detection:- This method has the following
detecting points of the concept which is based on the
key points. These key points are taken according to the
maxima/minima of thee difference of the Gaussian.

Key Points Localization:- After that, SIFT algorithm
discards low key points and filters out only that are
located on the edges.

Considering the Orientation:- One or more orientation
are assigned to each key points based on based on the
value of descriptor.

Key point Descriptor:- This step has a descriptor for
every key point that is highly distinctive and partially
invarient to the variation.

The Algorithm SIFT:-

As we are working in the SIFT algorithm that too in the
DCT Domain. The DCT co-efficient reduces the images
matrix with low loss of accuracy in image matching and
retrieval
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The SIFT descriptor is based on image in terms of fields
and frames. This defection and description of local
images features can help in object recognition. They are
relatively easy to match against a large database of local
features, however the high dimensionality can be issue
and generally probabilistic algorithm.

Advantages of SIFT Algorithm

The key localization/scale/Rotation is very accurate,
stable and rotation invariance

The geometric distortion indexing and matching has high
efficiency and speed.

This method is having better error tolerance with fewer
matches.

The Bayesian Probability analysis is more reliable
analysis.

Algorithm to perform Hierarchical clustering:-

Step:- a] Suppose image is of NXN matrix so for N
items we will have N clusters. Let the distance between
the cluster equal to the distance between the items they
contain.

Step:- b] Find the nearest pair of cluster and then merge
them into a single cluster.

Step:- ¢] Compute distance between the new cluster and
each cluster.

Step:- d] Repeat Step b and ¢ until all items are clustered
into a single cluster size N.

Conclusion
In the proposed work we have implemented the

enhanced [E-SIFT] algorithm to detect the forged images.

Average time to process the input by the proposed

system has to calculate in this work. Proposed system
also shows good accuracy in work that can contain
forged image with transformation.
In future, such system can be enhanced to minimize the
processing time to detect the forgery in the images to
few seconds or even microseconds.
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Abstract

In last few years, the applications related to pattern reorganization are quickly increasing in nrumber
of area. Areas to which it applied include communication (3peech recognition, data compression),
business (e.g. Character recognition), medicine (diagnosis, abnormality detection and harmful
action), mulitary infelligence, biometric avthentication, Agriculture and many mere. The
dimension of the data is the number of feature that is measured on each observation. This paper
review traditional and current state-of-the-art dimension reduction methods. The objective of this
paper is to summarize and compare some of the well-known and recent dimension reduction
methods used in various stages of a pattern recognition system.

Keyword: High dimension, Dimension reduction, feature, machine leaming, pattern recognition.

L. Introduction

High dimensional data in pattern recognition encounters several difficulties. Like detection rate,
complexity of training and testing data [1]. So main ohjective is going to reduce dimensionality
but at the time of dimensionality reduction take care about accuracy [2, 3. 4]. In pattern recognition.
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Abstract—Distributed Denial of Service (DDoS) attacks are now widespread and emerging Due
to the variety of shapes and patterns; it is not easy to detect and resolve with previous solutions.
Classification algorithms are used in many studies and are aimed at identifying and solving
problems. DDoS attacks can only be carried out by exploiting network vulnerabilities generate a
software service request. DDoS attacks are difficult to detect in real time these attacks can cause
major problems, The problem of identifying distributed denial of service (DDos) attacks is
essentially Classification problem in machine learning. Identification tasks related to cloud
computing the number of DDoS attacks is a very difficult problem due to the complexity of the
calculation. Basically, a denial of service (DoS) attack is a deliberate attempt to attack. By a single
source attacker with the implicit intent of disabling the application to the target stakeholders. To
achieve this, attackers typically stagger network bandwidth. Stops system resources and denies
access to authorized users. Unlike DoS attacks In a DDoS attack, an attacker launches an attack
using multiple sources. DDoS attacks most commonly at the 7-tier OSI network, transport,
presentation, and application tiers model. The research goal of this work is to investigate the
problem of detecting DDoS attacks. Cloud environment by reviewing and applying the most
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popular CICIDS 2017 benchmark dataset, analysis to build machine learning models for predicting
DDoS and bot attacks.

Keywords: DoS attacks; traffic packet; classification; data; privacy; machine learning; real time;
DDoS detection

LINTRODUCTION

Historically, Denial of Service (DoS) attacks are intended primarily to disrupt computing systems
in a network. Fundamentally, these attacks are initiated from a single machine with the illegitimate
intension of targeting a server system through an attack. A simple DoS attack could be a PING
Flood attack in which the machine sends ICMP requests to the target server and a more complex
DoS attack example could be Ping of death attack. DDoS (Distributed Denial of Service) attacks
are postcursor i.e., DoS attacks are forerunner than other attacks. DDoS attacks are the attacks
which are carried in distributed environments. Fundamentally, a DDoS attack is an intentional
attack type which is usually made in a distributed computing environment by targeting a website
or a server to minimize their normal performance. To achieve this, an attacker uses multiple
systems in a network. Now, using these systems, the attacker makes an attack on the target website
or server by making multiple requests to the target system or server. As these types of attacks are
carried out in distributed environments, hence, these are also called distributed DDoS attacks. The
conventional way of DDoS attacks is the brute force attack that is triggered using Botnet wherein
the devices of the network environment are infected with malware. DDoS attacks can be classified
into three categories based on their behaviour. Here's how a DDoS attack can occur it falls into
several types. Generally, these attacks fall into three main classes. These are (i) traffic /
fragmentation attacks, (ii) bandwidth / volume attacks, and (iii) application attacks. See Figure 1.
Traffic-based attacks send large UDP or TCP packets to the target the attacker's system and these
huge UDP or TCP packets degrade system performance among them. In the second type of attack,
called a bandwidth attack or volume attack, the attacker creates an overload. Bandwidth by using
more bandwidth than is justified, and they try Send large amounts of anonymous data to flood the
target system. Last type of attack it is also a special attack because it is intended to attack only a
specific system or network. The types of attacks are also difficult to mitigate and pose a major
challenge to detect. [1.2].
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Figure 1. Classification of DDoS Attacks.

Denial of service attacks, commonly referred to as DoS attacks, are targeted attempts. It was started
to prevent legitimate users from using the application or website. This is usually achieved by
flooding your website or application with network tracks. To achieve this is usually one of many
ways attackers use a variety of intentional techniques. It consumes a huge amount of network
bandwidth, which is inconvenient for legitimate users or, Attackers also achieve this by tampering
with system resources. DoS attacks also known as a non-distributed direct attack; an attacker
launches a DoS attack against a target system. The concept of a DDoS attack is like a DoS attack,
but the basic difference is DDoS attacks have multiple sources of attack that are implicitly
involved. In DDoS attacks Attackers use multiple sources, including routers, [oT devices, etc. to
launch attacks a computer in a distributed environment infected with malware. Attackers are
looking to make this possible due to the availability of the compromised network. By using such
compromised networks, attackers it typically attacks the target system by continuously generating
packet floods or capture requests, Target system. DDoS attacks are common at the network layer,
transport layer, and presentations. 7-tier. The application layer of the OSI reference model.
Network and transport layer attacks usually referred to as an infrastructure attack, the attack is
performed at the presentation and application layers. Commonly known as application layer
attacks.
II. RELATED WORK

At the abstract level, DDoS attacks can be seen as unexpected traffic congestion on the highway.
To prevent regular traffic flow at your destination DDoS attacks are normally executed all are
connected over the internet using the network of connected machines. The most important problem
with these types of attacks is that it is difficult to distinguish between regular traffic and attack
traffic. Each bot pretends to be legitimate and attacks traffic. DDoS attacks do not leave the cloud
environment, not just the distributed environment. Use DDoS attacks (i) Prepaid type (ii)
Automatic scaling and (ii1) multi-tenancy. In a typical Cloud infrastructure, Virtual machines
(VMs) are run in large numbers by Cloud servers to provide uninterrupted services to legitimate
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users of the Cloud environment. Now, in an event of an attack by attackers, the server can consider
this situation as an event of higher resource utilization. The result would be the server trying to
utilize an auto scaling feature in Cloud computing. The result of auto scaling feature could be
allocation of resources, and migration of resources to solve the server overloading problem. Now,
assume that resource allocation and process migration continue as a result of an attack, then, the
attacker eventually becomes successful in DDoS attack that was initiated and that such an attack
affects either directly or indirectly the Cloud services and eventually implicates the financial
revenues. Some of the DDoS attacks in Cloud environment are Buffer overflow, SYN flooding,
Ping of death, IP spoofing and land attack. DDoS attack defense in Cloud environments may be
achieved by using three methods which include (i) Preventing attacks in the first place, (i)
Detecting the attacks and (iii) Mitigation of attacks. Anomaly detection and Botnet detection
techniques are used for preventing and detecting a DDoS attack.

Application
Level

Ping of
Death

Figure 2: Various types of DDOS Attack

Denial of Service and Distributed Denial of Service attacks are the important sources that make
internet services vulnerable. Attack detection is not new in using machine learning techniques.
Some of the attacks that are identified though machine learning techniques are signature based and
anomalies based. From ref. [1], it is learnt that signatures are used for signature-based Intrusion
detection system, while detecting unknown attacks are the part of anomaly detection, whereas data
flows generated by the unknown patterns gives the scope for studying DDoS. DDoS attacks can
be prevented. Attacks are defined as violations of security policies of the network. Usually, the
attacks are classified into passive and active attacks. Passive attacks never affect the system, but
active attacks take control of system. The most frequent attacks in real-time network are Denial of
Service (DoS) attacks. This is true when a DoS attack is performed on a legitimate system in a
distributed environment. It is considered a distributed denial of service (DDoS) attack.
Decentralized service denial in an attack, multiple systems try to attack one system. By flooding
the message to the target, the system, services within the system are denied and are considered
zombies [1]. Some of the types of DDoS attacks are floods, IP spoofing, TCP SYN floods, PING
floods, UDP floods, and smurf attacks. Create floods with DDoS attacks using multiple computers.
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o TCP SYN Flood Attack — An attack in which an IP address is spoofed is called a TCP
SYN flood attack. This attack is more vulnerable because it is based on the 3-way handshake
protocol [2].

o PING Flood Attack — PING attacks are based on ICMP request packets. As a PING attack
targeting the system slows the connection and makes it impossible to deliver response request
packets from the end user.

o UDP Flood Attack — If the threshold is exceeded, the target system will not be able to
handle the allowed connections. Was achieved. When the server reaches the threshold, other
packet requests are dropped.

o SMURF Attack — This attack was based on a spoofed ping message. Ping the IP
Addresses, huge ICMP requests are received, and more bandwidth is consumed user computer will
slow down.

Discovery can be divided into two steps: extracted IP entropy and traffic capture module Entry
and notification to detect DDoS attacks. Very many DDoS have been reported in recent years the
attack caused losses due to severe downtime and business losses. One of the recent attacks was
Amazon. The attacked EC2 cloud server was created by a DDoS attack [3]. Current trend topics
across the research area it is to mitigate DDoS attacks using machine learning techniques. Some
recent work Reduced DDoS using support vector machine technology [4]. Many machine learning
methods like Naive Bayes, SVMs, and Decision Trees have been proposed to detect distributed
denial of service attacks. However, there are prerequisites to detect these DDoS attacks using
machine learning techniques. A network for identifying the appropriate data from a dataset [5, 6].
The most popular machine learning method of detecting DDoS attacks is convolutional neural
network [7], long-term and short-term memory neural network [8], recurrent neural network [9],
etc. Most common over the years the method used to detect intrusion detection in DoS and DDoS
attacks is based on machine learning algorithm. One such algorithm whose DDoS detection results
were accurate and efficient the attack used the Decision Tree C4.5 algorithm [10]. liao et al. [11]
proposed a scheme based on SVM that uses the basic algorithm of the detection scheme to detect
DDoS attacks. Xiao et al. [12] Suggestion The most commonly used kNN algorithm for detecting
different types of anomalies in the network. By using the kNN algorithm, the maximum number
of bots in the network was identified. The accuracy is improved in detecting unknown attacks
compared to other algorithms. In references [12], author proposes a new way to detect radial basis
function (RBF) DDoS attacks using neural Mesh algorithm. This RBF algorithm is used to classify
attacks as normal and anomalous from Past studies have found that many are clustering algorithms
and a priori association algorithms. Used to extract network traffic and packets [13, 14]. Reference
[15] describes the detection of the following attacks: A classification algorithm for monitoring
incoming and outgoing packets in network. Compile the TCPSYN and ACK flags on network.
Reference [16] used an artificial neural network for this. Detection of DDoS attacks by comparing
decision trees, entropy, ANN, and Bayesian algorithms. Farther, in the references [17] many
researchers have discovered that decoupling Flash can detect a variety of DDoS attacks. A denial-
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of-service attack crowd event is about to run. One of the most important approaches For DDoS
attacks, there is a SNORT and a configurable firewall. Also shown in reference [18] SNORT is
used to reduce false alarm rates and improve intrusion prevention accuracy system. Security
services by acting on real-time networks using cloud environments if no valid document is used to
detect the intruder, it will be blocked. The proposed method in ref. [19] aims to detect DDoS
attacks by statistical analysis of network traffic and Gaussian Naive Bayes method is applied on
training data for classification. The DDoS attacks are performed on various machines with two
main methods. The first method is by sending the malformed packets to the victim and the second
method is by performing either by exhausting the bandwidth or applying application-level flooding
[20]. In 2011, Lee et al. [21] proposed a DoS attack using the Hadoop Framework. Reference [21]
a counter-based detection algorithm for detecting HR attacks using the MapReduce algorithm.
Many researchers I'm using a Hadoop cluster on a cloud computing platform. Hadoop framework
tasks Used only to monitor data or packets. Many researchers use machine learning techniques
Create and view DDoS attacks. From the most common research, FireCol is an algorithm Used to
protect against flooding of DDoS attacks [22]. To detect the intrusion of DDoS attacks various
classifiers, such as system, ensemble reduction function, heterogeneous and homogeneous, Used
for ensemble methods [23]. One can also use machine learning techniques to detect DDoS with
Software defined networking. The study states that some of the problems with large networks have
been identified. Recording anomalous traffic using the DDoS attack detection feature selection
method. Very common the approaches used are feature ranking, scalability, and distributed
approaches. [24]

I1II. PROPOSED MODEL

In this study, we design a framework for DDoS attacks. Classification and prediction based on
existing datasets the machine learning method used. This framework includes: the following main

steps. [25].

1) The first step involves the selection of dataset for utilization.

2) The second step involves the selection of tools and  Language.

3) The third step involves data pre-processing techniques  to handle irrelevant data from the
dataset.

4) Encoding is performed to convert symbolical data into numerical data.

5) In the fifth step, the data splitting is performed into train and test set for the model. In this
step, we build and train our proposed model. However, model optimization is also performed on
the trained model in terms of kernel scaling and kernel hyper-parameter tuning to improve model
efficiency. When the model optimizes then we will generate output results from the model. [26].

The main contribution is to generate the best model for Data usage and model optimization. And
which Ideal for model learning. After getting the result Performance measurements were
performed in terms of fit rate, recall, and f1 score. In this research paper, we made good use of the
three algorithms. (I) Linear Regression. (ii) Random Forest classifier, (iii) Decision Tree.
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Figure 3 shows the structure and data flow diagram of the proposed method. [27, 28].

Dm
Sphtnng

- -
Validation

Figure 3: Data Flow Chart for the proposed machine learning based DDoS attack
prediction technique

IV. RESULTS AND DISCUSSION

This section contains all the obtained results of our proposed models. All the results are shown
step by step in the form of figures. For this CICIDS 2017 benchmark dataset has been used. From
this dataset the Friday-WorkingHours-Afternoon-DDos.pcap ISCX.csv file has been used for the
training and testing of the three ML (Machine Learning) Models. This csv file contains 225745
row 79 columns. The ML Models were given selected features(columns) form the dataset for
training and testing and their performance was noted in terms of accuracy, F1-Score, Precision,
Recall and time taken by the model for prediction. Each Model was tested 8 times with increasing
number of features whereby the first test had 10 features after which 10 more features were added
for the next test and so on. This allows us to gauge the speed and efficiency of each model. The
best model will be the one which takes the fewest features and requires the least amount of time
for making the right predictions. This test was done using python programming language. [29, 30]

A. DDoS Attack Detection Framework Using Linear Regression with Binary Step
Function

Although Linear Regression isn’t a classification Algorithm

It still can be used in this context by implementing a binary step function to convert the continuous
result we get into binary as our output needs to be either zero (meaning not DDoS) or 1 (meaning
DDosS is detected). Using this approach results in an efficient machine learning model to predict
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weather our system is getting DDoSed or Not. The advantage of using this algorithm compared to
Decision Tree and Random Forest is the speed at which this model can train and give results which
is much quicker than the other two algorithms used in this paper. But it comes with the drawback
of accuracy as it needs a lot of training data to be accurate in this case when given only 10 attributes
to work with it has an accuracy of 70% which steadily increases as more attributes are added the
accuracy gets better until it reaches 98% when all the available attributes are being used to train
the model.

Table-1 shows in tabular format the number of columns given and the consecutive performance
gained measured in terms such as Accuracy Precision Recall F1-Score and Time Taken for
Prediction

Figure 4 shows the same in graphical format

Table -1 Performance for Linear Regression

Columns used Accuracy Precision  Recall Fl-Score Time(in second)

10 0.773195  0.713173 1.000000 0.832576 0.013523
20 0.9271108 0.886102 0.999175 0.939248 0.023552
30 0.954063 0.959018 0.959546 0.959282 0.024563
40 0.966467 0.944963 0.996704 0.971090 0.036573
50 0.973133  0.955003 0.999450 0.976721 0.029371
60 0.973953 0.956228 0.999568 0.977418 0.039323
10 0.980866 0.967536 0.999647 0.983329 0.045056
0 0.981107 0.967939 0.999607 0.983519 0.036838

Linear Regression

004 ™= Time(in second)

0.031
0.02 -
0.01 1

0.00 -

1.0 4
0.9 1
—— Accuracy
084 — F1-Score
—— Precision
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No. of Columns used

Figure 4: Graph showing performance of Linear Regression
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B. DDoS Attack Detection Framework Using Random Forest

Random Forest is an Algorithm best suited for classification problem like this as it provides the
best accuracy among the three given algorithms given in this paper, but it comes