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(57) Abstract :

Attacks known as Distributed Denial of Service (DDoS) are becoming increasingly common. The variety of shapes and patterns
makes it difficult to identify and fix using earlier solutions. Numerous research employ classification algorithms with the goal of
locating and resolving issues. DDoS attacks can only be conducted by taking advantage of network flaws that cause a software service
request. In machine learning, the issue of recognizing distributed denial of service attack is fundamentally a classification problem.
Identifying cloud computing related tasks, the complexity of the equation makes determining the frequency of DDoS assaults a highly
challenging issue. A denial-of-service attack is essentially an attack effort that is intentional by a single source attacker with the
implicit goal of preventing the target stakeholders from using the program. The purpose of this study is to investigate the issue of
DDosS attack detection. Building machine learning models for DDoS and bot assaults in cloud environment by analyzing and using the
most prominent CICIDS 2017 benchmark dataset. Machine Learning models can be used to train and test attack detection datasets to
spot such attacks. In more detail, benign, bot, and DDoS log files from Friday afternoon are considered. The same dataset was used to
test all three algorithms — Linear Regression, Random Forest, and Decision Tree, and it was discovered that Linear Regression is the
fastest but least accurate. The most reliable method is Random Forest, however the least quick of the three. Finally, decision trees
offer a nice mix between speed and accuracy, but to get the best results hybrid algorithm was designed mixture of Linear Regression
and Decision Tree to give best accuracy with speed.

No. of Pages : 10 No. of Claims : 5

The Patent Office Journal No. 41/2023 Dated 13/10/2023 70345



